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EXECUTIVE OVERVIEW

1.7 INTRODUCTION

The Convergence protocol is a protocol aggregator that intends to allow
users to stake their tokens from other protocols to generate yield.

Convergence Finance engaged Halborn to conduct a security assessment on
their smart contracts beginning on April 24th, 2023 and ending on June 9th,
2023. The security assessment was scoped to the smart contracts provided
in the Convergence-fi/contracts-audit GitHub repository. Commit hashes
and further details can be found in the Scope section of this report.

1.2 ASSESSMENT SUMMARY

The team at Halborn was provided 7 weeks for the engagement and assigned 1
full-time security engineer to audit the security of the smart contracts
in scope. The security engineer is a blockchain and smart contract
security expert with advanced penetration testing and smart contract
hacking skills, and deep knowledge of multiple blockchain protocols.

The purpose of the assessments is to:

®* Ensure that smart contract functions operate as intended
® Identify potential security issues within the smart contracts

In summary, Halborn identified some improvements to reduce the likeli-
hood and impact of multiple risks, which have been mostly addressed by
Convergence Finance . The main ones are the following:

®* Increasing the invested stable variable value to prevent bypassing
the merkle tree limit.

®* Prevent revoked schedules from being used to release CVG.


https://github.com/Convergence-fi/contracts-audit

EXECUTIVE OVERVIEW

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this assessment. While manual testing is recommended to
uncover flaws in logic, process, and implementation; automated testing
techniques help enhance coverage of the code and can quickly identify
items that do not follow the security best practices. The following
phases and associated tools were used during the assessment:

Research into architecture and purpose

Smart contract manual code review and walkthrough

® Graphing out functionality and contract logic/connectivity/functions
(solgraph)

Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes

® Manual testing by custom scripts

® Scanning of solidity files for vulnerabilities, security hot-spots
or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-
tions. (Slither)

®* Testnet deployment (Brownie, Remix IDE, Foundry)



EXECUTIVE OVERVIEW

2. RISK METHODOLOGY

Every vulnerability and issue observed by Halborn is ranked based on two
sets of Metrics and a Severity Coefficient. This system is inspired by
the industry standard Common Vulnerability Scoring System.

The two Metric sets are: Exploitability and Impact. Exploitability
captures the ease and technical means by which vulnerabilities can be
exploited and Impact describes the consequences of a successful exploit.

The Severity Coefficients is designed to further refine the accuracy of
the ranking with two factors: Reversibility and Scope. These capture the
impact of the vulnerability on the environment as well as the number of
users and smart contracts affected.

The final score is a value between 0-10 rounded up to 1 decimal place and
10 corresponding to the highest security risk. This provides an objective
and accurate rating of the severity of security vulnerabilities in smart

contracts.

The system is designed to assist in identifying and prioritizing vul-
nerabilities based on their level of risk to address the most critical
issues in a timely manner.

10



EXECUTIVE OVERVIEW

2.1 EXPLOITABILITY

Attack Origin (AO):

Captures whether the attack requires compromising a specific account.

Attack Cost (AC):

Captures the cost of exploiting the vulnerability incurred by the attacker
relative to sending a single transaction on the relevant blockchain.
Includes but is not limited to financial and computational cost.

Attack Complexity (AX):

Describes the conditions beyond the attacker’s control that must exist in
order to exploit the vulnerability. Includes but is not limited to macro
situation, available third-party liquidity and regulatory challenges.

Metrics:
Exploitability Metric . :
Metric Value Numerical Value
(mg)
L Arbitrary (AO:A) 1
Attack Origin (AO) o
Specific (AO:S) 0.2
Low (AC:L) 1
Attack Cost (AC) Medium (AC:M) 0.67
High (AC:H) 0.33
Low (AX:L) 1
Attack Complexity (AX) Medium (AX:M) 0.67
High (AX:H) 0.33

Exploitability /£ is calculated using the following formula:

E = n Me

11



EXECUTIVE OVERVIEW

2.2 IMPACT

Confidentiality (C):

Measures the impact to the confidentiality of the information resources
managed by the contract due to a successfully exploited vulnerability.
Confidentiality refers to limiting access to authorized users only.

Integrity (I):

Measures the impact to integrity of a successfully exploited vulnerabil-
ity. Integrity refers to the trustworthiness and veracity of data stored
and/or processed on-chain. Integrity impact directly affecting Deposit
or Yield records is excluded.

Availability (A):

Measures the impact to the availability of the impacted component re-
sulting from a successfully exploited vulnerability. This metric refers
to smart contract features and functionality, not state. Availability
impact directly affecting Deposit or Yield is excluded.

Deposit (D):

Measures the impact to the deposits made to the contract by either users

or owners.

Yield (Y):

Measures the impact to the yield generated by the contract for either
users or owners.

12
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Metrics:

Impact Metric

Metric Value

Numerical Value

(mp)

None (I:N) 0
Low (I:L) 0.25
Confidentiality (C) Medium (I:M) 0.5
High (I:H) 0.75

Critical (I:C) 1

None (I:N) 0
Low (I:L) 0.25
Integrity (I) Medium (I:M) 0.5
High (I:H) .75

Critical (I:C) 1

None (A:N) 0
Low (A:L) 0.25
Availability (A) Medium (A:M) 0.5
High (A:H) 0.75

Critical 1

None (D:N) 0
Low (D:L) 0.25
Deposit (D) Medium (D:M) 0.5
High (D:H) 0.75

Critical (D:C) 1

None (Y:N) 0
Low (Y:L) 0.25
Yield (Y) Medium: (Y:M) 0.5
High: (Y:H) 0.75

Critical (Y:H)

Impact / is calculated using the following formula:

I = max(my) +

> my; — max(my)

4




2.3 SEVERITY COEFFICIENT

Reversibility (R):

Describes the share of the exploited vulnerability effects that can be
reversed. For upgradeable contracts, assume the contract private key is
available.

Scope (S):

Captures whether a vulnerability in one vulnerable contract impacts re-
sources in other contracts.

EXECUTIVE OVERVIEW

Coefficient _ :
©) Coefficient Value Numerical Value
None (R:N) 1
Reversibility (r) Partial (R:P) 0.5
Full (R:F) 0.25
Changed (S:C) 1.25

Scope (s)

Unchanged (S:U)

Severity Coefficient (' is obtained by the following product:

C=rs

14



EXECUTIVE OVERVIEW

The Vulnerability Severity Score S is obtained by:

S = min(10, EIC = 10)

The score is rounded up to 1 decimal places.

Severity Score Value Range
Critical 9 -10
High 7 -8.9
4.5 - 6.9
2 - 4.4
0 -1.9

15
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2.4 SCOPE

Code

repositories:

. Convergence Protocol

Repository: Convergence-fi/contracts-audit

Commit ID: e1a661dc699393ec879bbf98ffb31d02753033ef - Remmediation
Plan: 225258abc90206315302ade5c2d8701cb792cbf3

Smart contracts in scope:

(6}

1. BondCalculator.sol (contracts/Bond/BondCalculator.sol)

2. BondDepository.sol (contracts/Bond/BondDepository.sol)

3.

4. BondPositionManager.sol (contracts/Bond/BondPositionManager.

BondLogo.sol (contracts/Bond/BondLogo.sol)

sol)

. GaugeController.vy (contracts/Locking/GaugeController.vy)

6. LockinglLogo.sol (contracts/Locking/LockinglLogo.sol)

7. LockingPositionDelegate.sol (contracts/Locking/LockingPositionDelegate

14.
15.
16.
17.
18.
19.
20.
21.
22.

.sol)

. LockingPositionManager.sol (contracts/Locking/LockingPositionManager

.sol)

. veCVG.vy (contracts/Locking/veCVG.vy)
10.
11.
12.
13.

VveCVGCalculator.sol (contracts/Locking/VveCVGCalculator.sol)
CvgOracle.sol (contracts/Oracles/CvgOracle.sol)
CvgV3Aggregator.sol (contracts/Oracles/CvgV3Aggregator.sol)
SeedPresaleCvg.sol  (contracts/PresaleVesting/SeedPresaleCvg.
sol)

VestingCvg.sol (contracts/PresaleVesting/VestingCvg.sol)
WlPresaleCvg.sol (contracts/PresaleVesting/WlPresaleCvg.sol)
CvgRewards.sol (contracts/Rewards/CvgRewards.sol)
TAssetBlackHole.sol (contracts/Rewards/TAssetBlackHole.sol)
YsDistributor.sol (contracts/Rewards/YsDistributor.sol)
CvgTokeStaking.sol (contracts/Staking/CvgTokeStaking.sol)
Stakinglogo.sol (contracts/Staking/StakinglLogo.sol)
StakingViewer.sol (contracts/Staking/StakingViewer.sol)
TAssetStaking.sol (contracts/Staking/TAssetStaking.sol)

16
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EXECUTIVE OVERVIEW

23.
24.

25.
26.

27.
28.
29.
30.
31.

TokeStaker.sol (contracts/Staking/TokeStaker.sol)
TokeStakingCommon.sol (contracts/Staking/TokeStakingCommon.sol
)

Cvg.sol (contracts/Token/Cvg.sol)

CvgERC721TimeLocking.sol (contracts/Token/CvgERC721TimeLocking
.sol)

CvgToke.sol (contracts/Token/CvgToke.sol)

CvgUtilities.sol (contracts/Token/CvgUtilities.sol)
SwapperFactory.sol (contracts/Token/SwapperFactory.sol)
CloneFactory.sol (contracts/CloneFactory.sol)
CvgControlTower.sol (contracts/CvgControlTower.sol)

Out-of-scope:

- third-party libraries and dependencies

- economic attacks

- manual interactions with other protocols

- attacks resulting from centralization risk

17
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3. ASSESSMENT SUMMARY & FINDINGS

OVERVIEW

CRITICAL

HIGH

2

18



EXECUTIVE OVERVIEW

SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

(HAL-01) MERKLE TREE INVESTMENT

LIMIT CAN BE BYPASSED Ciriizieal (1)

(HAL-02) REVOKED SCHEDULES CAN BE

USED TO RELEASE CVG Clrtieneerl (J2)

(HAL-03) ORACLE RESPONSE NOT
CHECKED FOR STALE PRICES

(HAL-04) PRICE FEED AGGREGATOR NOT

RETURNING ADDITIONAL PARAMETERS RISK  ACCEPTED

(HAL-05) CENTRALIZATION RISK RISK ACCEPTED

(HAL-06) NFT TIME LOCKING MECHANISM
CAN BE BYPASSED

(HAL-07) ROUNDING ERROR WHEN
COMPUTING RELEASABLE AMOUNT

(HAL-08) VESTING SCHEDULES WITH AN
AMOUNT LOWER THAN MAXIMUM SUPPLY
REVERT

19
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FINDINGS & TECH DETAILS

4.1 (HAL-01) MERKLE TREE INVESTMENT
LIMIT CAN BE BYPASSED -

Description:

The WIPresaleCvg contract allows users to buy CVG tokens if they are
whitelisted in a Merkle tree. Currently, there are 3 Merkle trees, each
one with a different investment limit:

®* Small with a maximum of 800 * 10e18 CVG tokens.
® Medium with a maximum of 4,000 * 10e18 CVG tokens.
®* Large with a maximum of 8,000 * 10e18 CVG tokens.

Users invest by sending the amount to invest, Merkle proof and the type
of Merkle tree to the investMint function. This function checks that the
amount is below the list type limit and mints a position NFT to the user.

Moreover, the refillToken function allows users to refill a position NFT
as long as the new total amount does not exceed the Merkle type limit.
However, although this function properly increases the cvgRedeemable
variable, it does not properly increase the stableInvested amount used
to determine whether an investment has exceeded the limit.

This allows a malicious user to invest the minimum amount required in
order to create a position NFT and later call refillToken multiple times,
allowing them to retrieve the whole CVG Tokens, not only bypassing their
Merkle tree limits but also leaving other users in the Merkle trees
without any tokens.

21



FINDINGS & TECH DETAILS

Code Location:

232 function refillToken (

233 uint256 _tokenId,

234 uint256 _amount,

235 bool _isDai

236 ) external {

237 require (ownerOf (_tokenId) == msg.sender, "NOT_OWNED");

238

239 IERC20 token = _isDai ? Dai : Frax;

240

241 uint256 _vestingType = presaleInfos[_tokenId].vestingType;

242 uint256 cvgAmount = (_amount * NUMERATOR) / PRICE_WL;

243

244 wlParams[_vestingType].cvgRedeemable += cvgAmount;

245

246 require(

247 _amount + presaleInfos[_tokenId].stableInvested <=

248 wlParams[_vestingType].maxInvest,

249 "TOO_MUCH_Q_WL"

250 );

251

252 /// @dev update the presales info for this address, only
L, change cvgAmount

253 presaleInfos[_tokenId].cvgAmount += cvgAmount;

254

255 /// @dev Update available supply

256 supply -= cvgAmount;

257

258 /// @dev Transfer

259 token.transferFrom(msg.sender, address(this), _amount);

260 %}

BVSS:

AO:A/AC:L/AX:L/C:N/I:C/A:C/D:N/Y:C/R:N/S:U (10)

22



FINDINGS & TECH DETAILS

Proof of Concept:

1. A malicious user calls investMint() to create a new position.

2. Malicious users call refillToken() multiple times, bypassing the
Merkle tree limit and ending with all CVG Token supply.

3. Now, legitimate users can no longer receive their CVG tokens.

Running 1 test for test/Presale/WlPresaleCvg.t.sol:WlPresaleCvgTest
[FAIL. Reason: Assertion failed.] testFail_HALO1_WlPresale_POC_Bypass_WL_Type_Limit_Refill() (gas: 457591)
Logs:
Users calls investMint() for a medium size list with 1_000 * 1el8 stable, NFT ID 1. Max investment: 4_000 * 1el8
NFT ID 1 CVG Amount: 4545 + 1el8
Calling refillToken with 3_000 * 1el8.
NFT ID 1 CVG Amount: 18181 =* lel8
Calling refillToken with 3_000 * 1e18.
NFT ID 1 CVG Amount: 31818 =* 1el8
Calling refillToken with 3_000 * 1e18.
NFT ID 1 CVG Amount: 45454 = lel8

Test result: FAILED. ® passed; 1 failed; finished in 3.7éms

Recommendation:

It is recommended to increase the stableInvested variable in the
refillToken function.

Remediation Plan:

SOLVED: The Convergence Finance team fixed the issue by increasing the
stableInvested amount when calling refillToken() in commit 20414f9.

23
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FINDINGS & TECH DETAILS

4.2 (HAL-02) REVOKED SCHEDULES CAN
BE USED TO RELEASE CVG -

Description:

In the VestingCvg contract, the revokeVestingSchedule function allows
revoking an existing vesting schedule. This function reduces the
vestingSchedulesTotalAmount by the amount of CVG pending release.

However, when releasing the CVG with any of the available functions
(releaseSeed, releaseWl or releaseTeamOrDao) the last vesting sched-
ule is retrieved without checking the revoked variable. Even if a new
schedule is introduced, if a user calls any of the release functions
while the current schedule is revoked, the user can release CVG tokens
with the revoked schedule and the released amount is deducted from the
vestingSchedulesTotalAmount, causing an underflow for other legitimate
user when they are trying to release their tokens.

24



FINDINGS & TECH DETAILS

Code Location:

238 function releaseSeed(uint256 _tokenId) external onlyOwnerOfSeed(
L, _tokenId) {

239 (

240 uint256 amountToRelease,

241 ,

242 ,

243 uint256 vestingScheduleld

244 ) = _computeReleaseAmount (_tokenId, true);

245 require (amountToRelease > @, "NOT_RELEASABLE"); //@audit Not
L, checking if revoked.

246

247 //update totalReleased & amountReleasedId &
L, vestingSchedulesTotalAmount

248 vestingSchedules[vestingScheduleId].totalReleased +=
L, amountToRelease;

L)

250 amountReleasedIdSeed[_tokenId] += amountToRelease;

251

252 vestingSchedulesTotalAmount -= amountToRelease;

K]

254 //transfer Cvg amount to release

255 cvg.transfer (msg.sender, amountToRelease);

256 }

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:C/R:N/S:U (10)



FINDINGS & TECH DETAILS

Proof of Concept:

An existing vesting schedule is revoked by the administrator.
A user with that vesting schedule assigned releases his vested CVG.
Vesting schedule gets executed even if it is revoked.

N S

When the total released amount approaches the limit, the release
functions will underflow for other legitimate users.

Running 1 test for test/Presale/VestingCvg.t.sol:VestingCvgTest
[FAIL. Reason: Assertion failed.] testFail_HALO2_Vesting_SeedVesting_Revoke() (gas: 1216895)
Logs:

Granting preseed of 10_000 * 1e18 to ACTOR 1

Actor 1 invests 10_000 * 1el8

Total CVG 100_000 * 1lel8

Sale state is now over

Creating a vesting schedule with a Total CVG of 200_000 % 1el8.

Revoking vesting schedule.

Waiting for cliff...

Calling releaseSeed(1)

Waiting for slice 1...

Calling releaseSeed(1)

62500000000000000800000

Waiting for slice 2...

Calling releaseSeed(1)

75000000000000600000000

Waiting for slice 3...

Calling releaseSeed(1)

87500000000000000800000

Waiting for slice 4...

Calling releaseSeed(1)

Final CVG balance of Actor 1: 100000000000000000000000

Test result: FAILED. ® passed; 1 failed; finished in 4.62nms

Recommendation:

It is recommended to implement a check to prevent users from releasing

CVG if their assigned schedule has been revoked.

Remediation Plan:

SOLVED: The Convergence Finance team solved this issue by preventing the
release functions from being called with a revoked schedule in commit
2041419,

26
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FINDINGS & TECH DETAILS

4.3 (HAL-03) ORACLE RESPONSE NOT
CHECKED FOR STALE PRICES - MEDIUM
(5.0)

Description:

In the CvgOracle contract, the getPriceAggregator function allows the
oracle to retrieve the price from a Chainlink aggregator. However, this
function is not retrieving the answeredInRound and timestamp parameters
to check if the prices are stale. This could lead to the oracle using
stale prices in the event that the Chainlink oracle is not being updated.

Code Location:

Listing 3: contracts/Oracles/CvgOracle.sol

163 function getPriceAggregator (AggregatorV3Interface aggregator)
L, public view returns (uint256) {

164 (, int256 chainlinkPrice, , , ) = aggregator.latestRoundData()
L

165 return uint256(chainlinkPrice) * 10 *x* (18 - aggregator.
L, decimals());

166 }

BVSS:

AO:A/AC:L/AX:H/C:N/I:C/A:N/D:C/Y:C/R:N/S:U (5.0)

Recommendation:

Make sure the prices returned by the Chainlink aggregator are not stale.

27



FINDINGS & TECH DETAILS

193 function getPriceAggregator(

194 AggregatorV3Interface aggregator

195 ) public view returns (uint256) {

196 (

197 uint8@ chain,

198 int256 chainlinkPrice,

199 ,

200 uint256 updatedAt,

201 uint8@ answeredInRound

202 ) = aggregator.latestRoundData();

203

204 require(answeredInRound >= roundID, "Stale price");

205 require(chainlinkPrice > @, " Error.NEGATIVE_PRICE");

206 require(

207 block.timestamp <= updatedAt + stalePriceDelay,

208 Error.STALE_PRICE

209 );

210

211 return uint256 (chainlinkPrice) * 10 *x* (18 - aggregator.
L, decimals());

212 }

Remediation Plan:

SOLVED: The Convergence Finance team fixed the issue by checking for
stale prices in the getAndVerifyPrice() function in commit 20414f9.


https://github.com/Convergence-fi/contracts-audit/commit/20414f914c334342daa97292d203843021aa30a5

FINDINGS & TECH DETAILS

4.4 (HAL-04) PRICE FEED AGGREGATOR
NOT RETURNING ADDITIONAL
PARAMETERS - MEDIUM (5.0)

Description:

In the CvgV3Aggregator contract, the latestRoundData function returns @
for the roundId, startedAt, updatedAt, answeredInRound parameters.

This does not only disallow to check for stale prices, but it also prevents
the aggregator from working with standard contracts that check for stale
prices.

Code Location:

Listing 5: contracts/Oracles/CvgV3Aggregator.sol

52 function latestRoundData ()

53 external
54 view
55 returns (uint8@ roundId, int256 answer, uint256 startedAt,
L, uint256 updatedAt, uint8@ answeredInRound)
56 {
57 return (@, latestPrice, @, @, 0);
58 }
BVSS:

AO:A/AC:L/AX:H/C:N/I:C/A:N/D:C/Y:C/R:N/S:U (5.0)

Recommendation:

Return the proper values for each of the described parameters.

29



FINDINGS & TECH DETAILS

Remediation Plan:

RISK ACCEPTED: The Convergence Finance team accepted the risk of this

issue.

30



FINDINGS & TECH DETAILS

4.5 (HAL-05) CENTRALIZATION RISK -
MEDIUM (5.9)

Description:

In the current protocol model, the interactions with the aggregated
protocol are performed manually through a multi-signature wallet. This
means that all the funds received from users using the protocol are
transferred to this wallet. This poses a concerning centralization risk
as the user’s funds are sent to a private wallet.

Moreover, if the private keys for the multi-signature wallets are ever
compromised, all protocol funds could be stolen by a malicious actor.

BVSS:

AO:S/AC:L/AX:L/C:C/I:C/A:C/D:C/Y:C/R:N/S:C (5.0)

Recommendation:

Include as many interactions as possible into the smart contract’s logic
in order to decentralize the protocol.

Remediation Plan:

RISK ACCEPTED: The Convergence Finance team accepted the risk of this

issue.
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FINDINGS & TECH DETAILS

4.6 (HAL-06) NFT TIME LOCKING
MECHANISM CAN BE BYPASSED - LOW

(3.3)

Description:

The CvgERC721TimeLocking contract used to mint position NFTS implements a
time-locking mechanism which allows users to lock the NFT, so no rewards
can be claimed in order to place it for sale. This prevents a malicious
user from front-running a sale transaction and claiming all rewards just
before selling it.

However, the user can change the lock time frame at any time as long as the
new timestamp is greater than the block timestamp. This prevents users
from front-running with a new timestamp equal to the block timestamp,
which would allow claiming rewards before selling.

However, it is possible for a malicious user to determine whether the
sell transaction is going to execute in a different block and perform a
double front-run, unlocking the NFT in the first block and immediately
claiming the rewards in the next one.

Code Location:

Listing 6: contracts/Token/CvgERC721TimeLocking.sol (Line 63)

function setlLock(uint256 tokenId, uint256 timestamp) external
L, onlyNftOwner (tokenId) {
require(timestamp > block.timestamp && timestamp - block.
L, timestamp < maxLockingTime, "WRONG_TIME_LOCK");

unlockingTimestampPerToken[tokenId] = timestamp;
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BVSS:

AO:A/AC:L/AX:H/C:N/I:N/A:N/D:N/Y:C/R:N/S:U (3.3)

Recommendation:

Implement a buffer where the new timestamp cannot be earlier than a few
minutes from the block timestamp.

Remediation Plan:

SOLVED: The Convergence Finance team fixed this issue by adding a buffer
when changing the lock timestamp in commit 20414f9.
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4.7 (HAL-07) ROUNDING ERROR WHEN
COMPUTING RELEASABLE AMOUNT - LOW
(2.5)

Description:

The calculateRelease function in the VestingCVG contract is in charge of
computing the releasable amount on each slice of the vesting schedule.
However, there is a small rounding error in the calculation of the release
amount for each slice.

This results in slices releasing fewer tokens than what they should.

Code Location:

378 function calculateRelease(

379 uint256 vestingSchedulesId,

380 uint256 totalAmount,

381 uint256 totalAmountReleased

382 ) private view returns (uint256 amountToRelease) {

383 uint256 amountReleasable;

384 uint256 slices = vestingSchedules[vestingSchedulesId].slices;

385 uint256 slicePeriod = vestingSchedules[vestingSchedulesId].
L, slicePeriods;

386 uint256 releaseTimestamp = vestingSchedules[vestingSchedulesId
L, J.cliff;

387 uint256 dropCliff = vestingSchedules[vestingSchedulesId].
L, dropCliff;

388

389 uint256 amountDropCliff = (totalAmount * dropCliff) / 1000;

390 uint256 endRelease = releaseTimestamp + slices * slicePeriod;

391

392 if (block.timestamp >= releaseTimestamp) {

393 uint256 actualSlice = (block.timestamp - releaseTimestamp)
L., / (slicePeriod);

394

395 if (slices <= actualSlice) {
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406 }

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:L/R:N/S:U (2.5)

Recommendation:

Please see below for an optimized formula that simplifies the calcula-
tions, achieving the same result without rounding errors:

378 function calculateRelease(

379 uint256 vestingSchedulesId,

380 uint256 totalAmount,

381 uint256 totalAmountReleased

382 ) private view returns (uint256 amountToRelease) {

383 uint256 amountReleasable;

384 uint256 slices = vestingSchedules[vestingSchedulesId].slices;

385 uint256 slicePeriod = vestingSchedules[vestingSchedulesId].
L, slicePeriods;

386 uint256 releaseTimestamp = vestingSchedules[vestingSchedulesId
L J.cliff;

387 uint256 dropCliff = vestingSchedules[vestingSchedulesId].
L, dropCliff;

388

389 uint256 amountDropCliff = (totalAmount * dropCliff) / 1000;

35



FINDINGS & TECH DETAILS

390 uint256 endRelease = releaseTimestamp + slices * slicePeriod;
391
392
393

394
395
396
397
398
399

400
401
402
403 }

Remediation Plan:

SOLVED: The Convergence Finance team fixed the issue by switching to a
different non-slice based model in commit 46799c7.

36
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4.8 (HAL-08) VESTING SCHEDULES WITH
AN AMOUNT LOWER THAN MAXIMUM SUPPLY
REVERT - LOW (2.0)

Description:

When releasing CVG for the team or DAO schedule, the CVG is computed based
on the max supply instead of the total amount specified in the schedule.
Therefore, specifying any amount below the max supply when creating the
schedule results in users unable to release due to underflow. The vesting
schedules are set by the contract’s owner.

Code Location:

Listing 9: contracts/PresaleVesting/VestingCvg.sol (Lines 325,329)

311 function _computeReleaseAmountTeamDao (

312 bool _isTeam

313 )

314 internal

315 view

316 returns (uint256 amountToRelease, uint256 _vestingSchedulelId)
317 {

318 uint256 vestingType;

319 uint256 totalAmount;

320 uint256 totalAmountReleased;

321

322 if (_isTeam) {

323 totalAmountReleased = amountReleasedTeam;
324 vestingType = TYPE_TEAM;

325 totalAmount = MAX_SUPPLY_TEAM;

326 } else {

327 totalAmountReleased = amountReleasedDao;
328 vestingType = TYPE_DAO;

329 totalAmount = MAX_SUPPLY_DAO;

330 3}

331

332 _vestingScheduleId = vestingldForTypel[vestingTypel;
333 amountToRelease = calculateRelease(
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334 _vestingScheduleld,

335 totalAmount ,

336 totalAmountReleased
337 );

338 }

BVSS:

AO:S/AC:L/AX:L/C:N/I:N/A:C/D:N/Y:N/R:N/S:U (2.0)

Recommendation:

Use the total amount specified when creating the vesting schedule, or
implement a check to prevent a vesting schedule for the team or the DAO
with a total amount below max supply from being created.

Remediation Plan:

SOLVED: The Convergence Finance team fixed the issue by allowing to create
vesting schedules for the team or DAO with the max amount only in commit
2041419,
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The issue described in this section was brought to Halborn’s attention
by the Convergence Finance team during the engagement.

5.1 CONVERGENCE@1 - USER CAN SEND
ALLOWANCE EXCESS TO THE
CVGUTILITIES CONTRACT

Description:

The SwapperFactory contract is a utility contract that is meant for the
CvgUtilities contract to swap tokens to TOKE through the 1inch proto-
col with the executeSwapForCvgToke() and executeSwapForTAsset() func-
tion. However, this function doesn’t check that the msg.sender is the
CvgUtilities contract address.

This allows a malicious user to call executeSwapForCvgToke() with the
address of a user that has non-utilized allowance for the SwapperFactory
and perform a griefing attack by sending the funds from the user to the
SwapperFactory.

Code Location:

79 /**

80 * @notice Swap source tokens to TOKE through linch protocol

81 * @param _user address of the staking user

82 * @param _swapTransaction aggregation data used for the swap to
L, occur through 1inch protocol

83 x/

84 function executeSwapForCvgToke (

85 address _user,

86 IAggregationRouterV5.SwapTransaction calldata _swapTransaction
87 ) external returns (uint256 totalTokeAmount) {

88 ICvgControlTower _cvgControlTower = cvgControlTower;

89

90 require(_swapTransaction.description.amount > @, "
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L, INVALID_AMOUNT");

91 require(

92 srcTokenAllowed[ _swapTransaction.description.srcToken],
93 "SRC_TOKEN_NOT_ALLOWED"

94 E

95 require(

96 _swapTransaction.description.dstToken == _cvgControlTower.
L, toke (),

97 "NOT_SWAPPING_TO_TOKE"

98 E

99 require(
100 _swapTransaction.description.dstReceiver ==
101 _cvgControlTower.cvgUtilities(),
102 "INVALID_RECEIVER"
103 );
104
105 /// @dev transfer user's tokens to this contract before
L, swapping
106 _swapTransaction.description.srcToken.transferFrom(
107 _user,
108 address(this),
109 _swapTransaction.description.amount
110 );
111
112 /// @dev set allowance value to swapped amount
113 IAggregationRouterV5 _aggregationRouter = aggregationRouter;
114 _swapTransaction.description.srcToken. approve(
115 address(_aggregationRouter),
116 _swapTransaction.description.amount
117 )
118
119 /// @dev swap source token to TOKE
120 (totalTokeAmount, ) = _aggregationRouter.swap(
121 _swapTransaction.executor,
122 _swapTransaction.description,
123 _swapTransaction.permit,
124 _swapTransaction.data
125 )
126 }
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BVSS::

AO:A/AC:L/AX:M/C:N/I:N/A:N/D:C/Y:N/R:N/S:U - (6.7 - Medium)

Recommendation:

Restrict the msg.sender SO the executeSwapForCvgToke () and
executeSwapForTAsset() functions can only be called by the CvgUtilities
contract.

Remediation Plan:

SOLVED: The Convergence Finance team identified this issue and solved it by
preventing calling the executeSwapForCvgToke() and executeSwapForTAsset
() functions from any other address that is not the CvgUtilities contract.
225258abc90206315302ade5¢c2d8701cb792cbf3.
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6.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of

certain areas of the smart contracts in scope.
Slither, a Solidity static analysis framework.

Among the tools used was
After Halborn verified

the smart contracts in the repository and was able to compile them

correctly into their ABIs and binary format, Slither was run against the

contracts.

between Solidity variables to detect invalid or
contracts’ APIs across the entire code-base.

Results:

BondCalculator.sol

THFD:Detectors
oo (vint

.50U#162-185) perforns a multiplication on the result of a divisis
o0

S0L#162-185) perforns

1 250_680

t5/Bong /Bondcalculator . soL#183)

. o
5
" BN —
e A ct-versions-of -sotidity
e S B S s L
BondDepository.sol
S

e

256) S0U162-185) perfor

50L#162-185) perfor:

s & nultiplication on the result of a division
1 250_680 s01#172-179)

sou183)
e-nultiply

) uses a weak PRNG: "buffer(digits] = bytes1(vint8(48 + uint256(value % 10))) (contracts/Bond/BondLogo. sol#a1)"

niLogo . so#55-157) uses tinestanp for comparisons

anp (contracts/Bond/BondLogo. so1461)

) allos old versions

0go.501455-157) ds n

ndLogo.saL426) should be imutable

X 5c/slithe ! 4
Bond/BondLogo . sol. analyzed (39 contracts with 85 detectors), 10 result(s) found

This tool can statically verify mathematical relationships

inconsistent usage of the

14172-179)

a multiplication on the result of a division
s01#172-179)

s014172-179)

14133-140)
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BondPositionManager.sol

THFD:Detectars
CogERCTzTineLoskdng. getTokerldaFonYstet(aarece). 4 (contracts/Token/CugERC72ATimsLockdng.201439) 40 o Local vardable never initiatized

Reference.
THFD:Detectars
CVgERCT21TineLocking. _checkTineLock(uint256) (contracts/ K L#49-51) uses timestamp for comparisons

Dangerous coparisons

- require(bool < block.t TOKEH.TINELOCKED) (contrasts,Token)/ CvgERC721T inelacking. s01450)
CugERCT21TineLock: L (contracts/Token/CygERE721TineL ) uses tinestamp for conparisons

Dangeraus conparisons.
require(bool, string) (tinestanp » block. tinestanp 86 tinestanp - block.tinestanp < maxLockingTie, WRONG_TINE_LOCK) (contracts/Token/CygERGT21TimeLooking. sol63)
Reference: https://github i

tracts/ Ut49-51) is never used and should be removed

L
Reterance. metaa. /1o, comferytis L ienen i /oetecton.porumentat ionmaesa. cooe
THFO:Detectors:
Pragna version®0.8.0 (contracts/Bond/SandPositionhanager. sal412) allows old versions
Pragna version®0.8.6 (contracts/Token/CygERCT21TineLocking.sol#12) allows old versions
$916-0.8.17 s not recomandsd for depLoynent

I

Reference: nttps
THFD:Detectors
Paranster tLogo(TBandl o1481) 15 not in mixedca
Paraneten CogERE 2T imsLookin getT enTomtaL Lot (odirest). etiot. (uamereces/TavonEvaERLTEVTneLocking. soL#8) 1o nat in atsodCose
Reference: https://github.
THFO: Detector:
BondPositionkanager. cvgContralToner (cantracts/8and/BondPositionfanager.sol#20) should be imnutable
Reference: https://github red-inmutable
THFD:SLither: . /contracts/Bond/BandPositionanager 5ol analyzed (48 contracts with 85 detectors), 10 resvlt(s) found

LockingPositionDelegate.sol

THFD:Detectors
LockingLogo. _toString(uint256) (contracts/Locking/Lockinglogo.5o1#62-79) uses @ weak PRUS
Reference: hittps://github

THFO:Detectors:
LoskinsLogo. tostring(uintzse) (contrasts/Locing/Locinglogo. sol#s2-79) uses & dangeraus strict smatity
ntracts/Locking/Lockinglogo. solb

“buffer(digits] = bytesi(uint8(48 + vint256(value % 16))) (contracts/Locking/Lockinglogo. so1#75)

Rererance: misuars

THFD:Detectors

—tokenlRE LoiingLogo.Logelntos) haursLock (sontracts/Losking/LockingLoge.sol#21d) s @ focsl vardable never initidlizss
46) 15 a local variable never initializes

i o Ceaneracia/Lovking/ ookinsLoss 30LH139) 1 2 Tocal wardabto nover instistszed
¥ € (contracts/Locking/LockingLogo. so1#169) is a local variable never initislized
L Lockingl J,uint256) 1 (contracts/Locking/LockingLogo.s01492) 1s a local variable never initializes
Reference: https://github -variables

THFD:Detectors
LockingLogo. _tokenURI (LockingLogo . Loganfos) .output (contracts/Locking/LockingLogo.soL4261) is written in bath

) (contracts/L

output = string(abi.encodePacked (ouTput, Stext x="19.9%" y="9LX" text-anchor="middle" font-size='25" font-fanily="andale nono, monospace” .
output = string(abi. son;basesa, , json)) ockinglogo . so#377)

Reference: after-urite

THFD:Detectars

LockingLogo. (contracts/Locking/LockingL 1462-79) uses tinestanp for comparisons

pangeraus comparssons
(contracts/Locking/LockingLogo. so1#63)

- = 0 (contracts/Locking/ LockingLogo. so1#75)
LockingLogo. _tokenURI (Lockinglogo. LogoInfos) (contracts/Locking/Lockingt U4261-378) uses tinestanp for conparisons

Dangeraus conparisons.
- ogolnf > block. tinestanp ockingl L212)
Reference R i

THFO:Detectars:
Pragna version"0.8.0 (contracts/Locking/Lockinglogo.sol#2) allons old versions
501c-0.8.17 is not recomnended for deployment

Reference: https://github.con/c versions-of-solidity
THFD:Detectars

Paraneter Lockingl Lockingl 1,uint256) _token (contracts/Locking/LockingLogo.soL#88) is not in mixedCase

Parameter Lockingl -LockingL 1, vint2ss (ontracts/Locking/LockingL 1489 is ot in mixedCase

Paransten Lackingl 1,uint2s6) avraylength (contracts/Locking/Lockinglogo.oLA%8) is not in mixedCase

Parancten Lockinglogo. SovstamtrotTover _cugContralTower (contracts/Locking/LockingLogo.saL¥115) is not in mixedCase

o
Faraneter LockingLo.getTokenShare (LCioCortrolToner uint256,int2so, uint2se, intZse, vntzse)._tofenls (sontracts/Lookdns/ LockinoLoso.soLAAL6) 53 ot in mixerCas

Paranster Lockinglogo TCugControtTon ke Ceantracto/Locking/LockinaLogo.sel#iin) is not 1n mixeiCase
Parancter Lockinglogo TovgControlTonen uint it 1256) _cugCycle Jcingl L4118 1s not in mixedCase
Paranster Lockinglogo eCLCwCantrotToner int it t t 256) _tdeTd ockinglogo.so1#119) is not in mixedCase
Paranster Lockinglogo TCugControlTo € + t 1£256)._tdeDuration (contracts/Locking/Lockinglogo.sal#126) is not in mixedCase

Fonction, Loaking.ogesekenORL(Lockingtogo. LogoTnfor) (vonerseta/Locking/LaciongLoge soLIZ61-478) 1o not an miveds
Paranster Lockinglogo._tokenURL (LockingLogo. LogoInfos) . Logolnfos (cantracts/Locking/LockingLogo.s014201) is not in mixedCase
Reference: https://github.
THFO:Detectars:
LockingLogo.cvgbontroLToner (contracts/Locking/Lockinglogo. SoLA13) should be ismutable
Reference: https://: red-inmutable
Eirorsvither: Feontrasto/Lookina/LaekingLoso. oo\ ane\veed (1 comiracts oith 55 detectorsy, 24 resvitcs) roumd

-362)
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LockingPositionManager.sol

INFO:Dotectors:

3 bool) (contracts/L 501#200-299) ignores return value by _cvgControlTower.cvgToken() o anount) -5014280-284)
increaseL t256) (contracts/L -5014308-360) ignores return value by _cvgControLTower . cvgToken er, ) (contrac .
incr « 1t256) (contracts/Locking/L 501#438-522) dgnores return value by _cvgControlTower . cvgToken(). transferfron(nsg. sender, address(this) anount) (contracts/Locking/LockingPositionHanager. so#516-514
)
Y S01#532-548) ignores return value by _cugControlTower.cugToken() . transfer (ssg. sender, totalCvgLocked) (contracts/Locking/L _soUSs)
Reference: : * v
INFO:Detectors:
i . § e ) Ccontracts/L ingPosi .S014594-636) perforns a nultiplication on the result of a division:
- = (LockDuration * cvgLockhnount) / MAX_LOCK sou601)
- ¢ . - / TOE_DURATION +5014612-613)
Y nt256) .5014680-722) perforns a nultiplication on the result of a diy
- (((_extension. endCycle - _exts 1e10) * _extensi Locked * _Lackiy son. MAX_PERCENTAGE) / MAX_LOCK (cantracts/Locking/LockingPositionanager . SoU#704-707)
- _ysPartial = ((_firstTdeCycle - _extension.cycleld) x _ysTotal) / TOE_DURATION (contracts/Locking/LockingPositionanager.sol4708-709)
Reforence: o
INFO:Detect
Reentrancy in . increasel. int256) (contracts/L

- _cvgControlTowe: ). incre tVote / WAX_PERCENTAGE) (contracts/Locking/LockingPositionfanager. sol#329-332)
State variables written after the call(s!

M CvaAnount += _r 50L4336)

L . 501#82) can be used in cross function reentrancies:
. " 1€256) iti 50U724-751)

- Y €256) S014680-722)

- g .5014532-548)

- increasel -5014300-369)

- it increasel N €256 . s0U371-427)

- L *: 18256) . 5014438-522)

- X (contracts/L .s01482)

B . be it64,bo0L) 5014200-200)

- (contracts/L -50L#647-674)

soL#147-180)

. s0U340;
501482) can be used in cross function reentrancies:

L ¥
- €256) 5014724-751)
- Y ) _5014680-722)
- LockingPositi Y ition(u 1 i i -5014532-548)
5 L €256) +5014300-369)
- Lincreasel £256) . s0U1371-427)
- increasel i« 1£256) . 5014438-522)
- X (contracts/L .s01482)
B int: 1t64, bool) . 5014200-290)
B (contracts/L -S01647-674)
- LockingPosi 1 i .5014147-180)
Reentrancy in . increasel Ant2s6) L S0U371-427) ¢

«ternal calls:
- _cvgControlT 3. increase_unlock_tine(tokenId,block. tinestamp + ((newEndCycle -
State variables written after the call(s):
B tastendeycte =

ctualcycle) + 604800)) (contracts/Locking/LockingPositiontanager . sol4417-420)

)

L . 501#82) can be used in cross function reentrancies:
b 4 int256) -50U724-751)

- Y €256) 5014680-722)

- 4 . 5014532-548)

- increasel « -5014300-369)

M 1 L int256) s0U371-427)

B increasel nt256,int256) So1#438-522)
- & (contracts/L .so1482)

- LockingPosi _mintPosi i int: bool) ingPoss 5014200-290)

- (contracts/L +50L1647-674)

_s014147-180)

Reentrancy i L 1t256, uint:
E

untock_tise(tokenTd,

incre bl tanp + ((newEndCycle - actualCycle) * 604800)) (contracts/Locking/LockingPositiontanager. SoLH487-490)

). increase. tVote / MAX_PERCENTAGE) (contracts/Locking/LockingPositionHanage. sol#491-494)

after the call(s):
pus!

sl
.501494) can be used in crass function reentrancies:
ingPosi 51)

- LockingPosi €256) - S0L724-7
B Y int256) 5011680-722)
B increasel €256) $01#3600-360)
- _increasel €256 ,uint256) souass-522)
- LockingPosi X ingPosi s01#94)
- X inté4, bool) 3014200-290)
B tastEndtycle = Sn -soL#498)
L z 501#82) can be used in cross function reentrancies:
: 1€256) 5014724-751)
- Y €256 . 5011680-722)
. Y -5014532-548)
o 1 L int256) +5014308-369)
- increasel int256) SoU#371-427)
- increasel €256 ,uint256) . s011438-522)
- LockingPosi Locki ions (contracts/Locki " -s01482)
B y inté4, bool) 5014200-290)
B (contracts/L SoU#67-674)
- .s014147-180)
- TockingPosition. totalCvglocked += amount i ingPosi 4
L 5 .50L#62) can be used in cross function reentrancies:
- 1€256) -50U724-751)
Y int256) -5011680-722)
- . -5014532-548)
- increasel i -5014306-369)
- LockingPositi increaseLockTi €256) ingPosi - S0U371-427)
- 1 L nt256,uint256) . s014438-522)
= (contracts/L soua2)
B . €256, uint64, bool) . 5014200-290)
- LockingPositi i (contracts/Locki i i -S014647-674)
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- LockingPosi 1 ingPosi . 5014147-180)

Reference:
INFO:Detectors:
1_scope_0 .5014788) is a local vardable never initialized
nt256). 4 SoL#698) 15 a local variable never initialize
Lincreasel nt256,int256) ._t (;cn(rlctl/l. 014477) 1 @ local vardable never initialized
A 1€256) i 5014742 is a local v

douas! 164 \.oca\ ariabte nevr dnitionize
) s s Laasl vactatte never " inttistizes
. 5014324 15 a local variable never initialize
(contracts/Locki 1 i rraetabie) 1o 5 Toont variaste neven - daitiatines
SoUBIRk 15 9 Sose1 VaPiESis s iniiista
CUSERCTZITiLocking. gt TokenldsForka\et (address) . (cnntv-nctx/Tnk-nIquERDUﬂn'ankmq SoUF59) 15 8 Toeat vardable never ingeia
SoU752) 16 a loc vartabte never Frevemreo
1£256) 2069 15  Local variatie never indtiatise
ntéd, bool) . "S0U220 15  Tocel yaraebis never dnitistized
i i -50U775) is a local variable never initislized

increasel

Reforence: :
INFO:Detectors:

(contracts/L .S014761-805) has external calls inside a loop: _tockingPositionbelegate. delegatedVeCva(_tokenid) (contracts/Locking/LockingPositiontanager. so14778)
ingPositi AGUT6-470) My extece sl dnsbde 8 Nocp: cvpCantratTomnr vutingPumecEyoron( LearceDFdsokanlo) (contracta/\ocking/LoekingPossontaagr, LAer7

2 (contracts/L 13014761805 has external calls inside a loop: ddress(0) & _u wner0F (_tokenId_scope_1) (contracts/Locking/LockingP
ositionManager. so14792-794)
-5014811-873) has external calls inside a loop: (_toPercentage,toIndex) = _ _tokenld,_user) KingP
ositionManager. 5014827-834)
5014753755 has external calls inside a Loof _tokenld, cvgControlToner . cvaCycle()) 5oU754)
SOUWBA-678) has extommat calls. tnside o 1oop: (4 = _tokenld_scope_1, _user) (contracts/Locki.
ng/LockingPositiontanagen. soLi8s3-858)
Reference: /g1
INFO:Detectors:
Reentrancy in L ’ i L o int256) (contracts/L
External calls:
cvgControlTover. ). increase. tVote / MAX_PERCENTAGE) (contracts/Locking/LockingPositiontanager. so14329-332)
State variables written $Twn e cae
5014350)
Reentrancy in X int64, bool)
External calls:
- -cvtontrotrouer )-craate-Lock(tokenta, anauntiote / MAX.PERCENTAGE, block inostanp + Clockburation + 1) x 604868) (contracts/Locking/LockingPosttiontanager. soL4240-244)
- _cvgContr der) Sol#251-254)
state ummu it Artap 1 comvis
-s1277)
- (contracts/L 5014267)
" ities-2
(contrs
xternal catls
sou#541)
ontroLTower . cvgToken() . transfer (asg. sender soussas)
Svont eniteea ateen e eatilo:
.s01547)
o — increasel €256) (contracts/L
External calls:
- _cvgCantrolTower. ). increase._ tVote / MAX_PERCENTAGE) (contracts/Locking/LockingPositiontanager. sol#329-332)
- cvgControLTower. cvaToken(). der, ) S014353-357)
Event emitted after the call(s):
- Increasel 3
Reentrancy in increasel 1£256) Ls0U4371-427)
External calls
ntrolTower. votingPowerEscrou(). increase_unlock.tine(tokenld, block. tinestomp + ((newEndCycle - actualiycle) » 604800)) (contracts/Locking/LockingPositionManagen . soU#417-420)
Event emmm after the call(s):
UdEndeycte - 1) sol#426)
P——t Ancreasel int256, int:
Externa calls
- _cvgCantrolTower. ). increase_unlock_tine(tokenId, block + (n EAAIEYED. x SO (AELH LABKIAR/LACHIARYKLSARNAMSHASLIIET490)
- cvgControlTower. ). increase_ tiote / MAC PERCENTAGD) (:untruct:/Luck)lw/Luck)r\annt)unnnnaqer SoU#491-494)
- evgControlTower. cvaToken() der, 14)
Event emitted after the call(s):
Sn L L Endcyete - 1) -s014516-521)
Reference: it
toctor:
heckTineLock(vint256) (contr U#49-51) uses timestanp for comparisons
Dangerous conparisons
- require(boot,, strmg)(w\lockhnghmzstaup?er‘ruken[(nken]dl < block. tinestanp, TOKEN_TINELOCKED) (contracts/Token/OVgERC721TineLocking.so1450)
(cor -65) uses tinestamp for conparison:
Dangerous conparisons
- requireboot, <rang)Ctinestanp > block. tiscstamp 6& tinestany - Block, tinestanp < naxLockingTine, WRONG_TINE_LOCK) (contracts/Token)CGERGT21TineLocking. oi63)
Reference
INFD:Detectors
Pragna version®0.8.0 (contracts/Locking/LockingPositionManager.sol#12) allows old versions
Frdons ueian’a.B.0 Taohersots/MokenEuERTERIR{nsLaskisg S5\MLZ) abioes 514 sorsises
501¢-0.8.17 is not recomnended for deployaer
Reference
INFO:Detectons
Paranete _nenBaseURT +501#139) is not in mixedCase
Parancter tLogo( _logo S01#143) is not in mixedCase
Parancter _tokenId .50L4648) 1s not in mixedCase
Paraneter —tokenld (contracts/L SoL#676) 15 not in mixedCase
Paraneter ). _tokenld (cnnu-lctt/l.nvklnq/Lockquuuunnmnlgu‘ sol#es1) is not in mixedCase
Parancter Y ). Zcycleld (contracts/Locking/LockingPositionanager.soL#682) is not in mixedCase
Paraneter nt256) ( kenId (cmmxs/mung/Lacmgvnsmonmn.qu 2o1725) 16 ot in aivadcece
para ). _cyclel (contracts/Locking/LockingPositionanager.sol#726) is not in mixedCase
Paranetar LockindPostHioNaMTAT BEATCROTEOVI(ULACZ5E). Tk (cnntncti/anklVIG/luckinu?ulitlanmmqu‘ S0U753) 1s not in mixedC
Paraneter _user (contracts/L -5014762) is not in mixedCase
Paraneter _user souse12) da ot in wixeccese
Paranter at _50U#B75) is not in nixedCas
Paranete int2s6, 1ERC20) ourE99) 15 not in axedcase
Paraneter CgERCTTinoLocking.ge TakentdstorRo et odiress) et (Gontratts/Texen|CvOERCTELT neL i, SOLISS 13 not o misedCase
Reference: https://github
€256 .1 Ceontracts/Lc -50L730) s too sinilar to L (contracts/Lc sous2)
£256) 1 (eontracts/L SAUH5E) 10 oo Simitan 1o Lackingpositionanagen eckingrosttions (cantracte/Locking/Lockingrosttionanager <0183
~ (contracts/Locking/LockingPositionanager. so14658) is too sinilar to LockingPositiondanager. LockingPositions (contracts/Locking/LockingPositionfanager . sol#82)
tho Tar
LockingPositiontanager. ovgCantroLTover (eontracts/Locking/LockingPosiionanager. soL#106) should be iamutabe
Reference: https://gith
iyt 501 anslyzed (48 contracts with 85 detectors), 58 result(s) found
THFD:Detestars
: (contracts/L S01437-91) perforns a multiplication on the result of a division
L iasele) - wetvalsen / (end - start) Ceontracts/Lacking/vwitocaleutaton. <o1Aas)
- b = _wveCuglser - (a * start) (contracts/Locking/VveCUgCalculator. sol489)
(contracts/L +501437-91) performs  multiplication on the result of a division
2 = (int256(6) - _vveLuglser) / (end - start) (contracts/Locking/\veCuGCalculator. sol#88)
- inE256(a ¥ x + b) (contracts/Locking/VetVlaleutaton. s01490)
Reference: e-nultiply
THFO:Detectors
1 (contracts/L SoL46) s 3 local variable never initialized
Reference: https://github -variables
THFD: Detectors
(contracts/L .501437-91) has external calls inside a loop: totalCvgUser += _presaleSeed.presalelnfoTokenld(tokenlds(1]).cvghmount (contracts/Locking/VveCyGCaleulator. soL#6s)
Reference: https://github
THFD:Detectors
) (eontracts/L S01#37-91) uses tinestanp for conparisons

Dangeraus conparisons.
- x < start || x >= end (contracts/Lacking/VvelVGCaleulator. sol48S)

Reference.

THFO:Detectars:

Pragna version®0.8.0 (contracts/Locking/VveCyscaleulator. sal412) allaws old versions

501c-0.8.17 is not recomnended for deploynent

Reference. solidity
THFD:Detectars

Paranster +_account (contracts/Locking/VveCUgCaleulator . sol499) ds not in mixedCase
Reference: X to-solidity-naning-conventions

WveCvgCaleulator. cugControlTaner (contracts/Locking/VveCUsCaleulator.sol#19) should be immutable
estinglug 501420) should be imutanle

Reference.

Jeontracts/L .50l analyzed (36 contracts with 85 detectors), 10 result(s) found

Compilation - e 7 sol:

Warning: SPOX license identifier not provided in saurce file. Before publishing, consider adding a comment containing "SPDX-License-Identifier: <SPOX-Licenses” to each source file. Use "SPDX-License-Identifier: UNLICENSED" for non-open-source code. Please see https://spdx.ong far
more information.

o> node_s i sal

THFO:Detectors

cvgoracte £52,boot,, bool) 501#92-123) perforas a multiplication on the result of a division:

(price = price) / FixedPoint96.096 (contracts/Oracles/Cvgbracle.sol#118)

- o (orice » 10 1 getDecinetaDelta(unismapi3Porl)) / Fixetbointss 0% (Gontracts/oractes/Cugtracts. sotensy-121)

cugoracte 169-187) perforns a nultiplication on the result of a division
a5l price (sontracia/onscies gonacte. ssUATS

(price = othPrice) / 10 +# 18 (contracts/Oracles/CugOrace. sol¢184)

Reference.
THFD:Detectars

Pragna version®0.8.0 (contracts/oracles/Cvgoracle..sol#12) allovs old versions
501c-0.8.17 s not reconnended for deploynen

Reference: https://github

501#207-209) is too similar to CugOract s014210-212)
bool bast SOULED) ta 500 sintlar to Guplracte £32, 5001, bool) sl

Reference: https://gith
EiForShitner:feontracte/GeactenlCrg0nacto.sol anelvees (30 sontracts wieh 85 dstoceors), ¢ resuiece) found



AUTOMATED TESTING

CvgV3Aggregator.sol

1urv:vetestars
Pragna version®0.8.0 (contracts/Oracles/CugVShgaregator.sol#12) allovs old versions
S0lc-0.8.17 is not recomnended for deploynent

Reference: https://github
THFD:Detectors

Paraneter CvgVStggregator. initialize(ICvglontrolToner, uints, string) . cvaControlTower (contracts/Oracles/CygV3Agaregator. sol#36) is not in mixedCase
Paranster st S0L447) s not in mixed:

Reference: https://github

THFD:SLither: . fcontracts/Oracles/CvaVSAgaregator 5ol analyzed (40 contracts with 85 detectors), 4 result(s) found

SeedPresaleCvg.sol

THFD:Detectors

L#174-265) ignores return value by token.transferFron(nsg.sender,address(this), tokenAmount) (contracts/Presalevesting/SeedPresaleCug. sol4264)

o ) 5014279-291) dgnores retunn value by Dai.transfen(nsg.sender,balancelai) (contracts/PresaleVesting/SeedPresaleCys. solé28d)
o ) (contracts, 1#279-291) ignores return value by Frax.transfer(nsg.sender,balanceFrax) (contracts/PresaleVesting/SeedPressleCvy.soL285)
) 5014279-291) dgnores return value by Dai.transfer(nsg. sender, balanceDai) (contracts/PresaleVesting/SeedPresalelus. so14287)
) 5014279-291) ignores roturn value by Frax.transfer(nsg.sender, balanceFrax) (contracts/PresaleVesting/SeedProsalecyy. sol4289)
cedPr TERC20) eves Sa1eCvg.501#293-297) dgnores return value by _token.transfer (nsg. sender balance) )
Reference. i transfer

Pragna version®0.8.17 (contracts/PresaleVesting/SeedPresaleCvy.sol#12) allovs old versions
501c-0.8.17 is not recomnended for deploynent

Reference: https://github solidity

THFD:Detectars

Paransten SeedPresalelvg. getTokenIdAndType(address, uint26) . _wallet 14102) is not in mixedCase
Paramster SeedPresaleCug. getTokenTdAndType (address, uint256) _index 14103) 15 not in mixedCase
Paranster Seedpr: Lot (address) _vallet 14109 is not in nixedCase
Parancten SecdPr N _vallet 5014130 15 not in mixedCase

Paramster SeedPry fleState) _salestate U#146) is not in mixedCase
Paranster Luint256) _uallet 14149) is not in mixedCase
Parancten R _anount 14149) 1s not in mixedCase
Paraneten Se €256 _vallet 16155 15 ot in mixedCase
Paranster 5.uint256) _amount 19155 is ot in mixedCase
Paranster Seoder Cisbai 14174) 18 not in mixedtase

Parancten Secdpr TERC20) . _token T is not in mixedCase

variante Dl 1476) s not in mixedCase

vars Frax 477) is not in mixedCase

able
Reference: https://gith

501 analyzed (17 contracts with 85 detectors), 21 result(s) found

WlPresaleCvg.sol

THFO:Detectars

VestingCug. / .50L#236-256) dgnores return value by cve. transfen(nsg. sender 5 1
VestingCug. releasell (vint256) o 279) ignores return value by cvg. transfer(nsg.sender. « ¢ 1
. (boo) S014281-304) ignares return value by cug. transfen(nsg.sender « 03)
. S0L#409-416) ignores return value by ovg. transfer(nsg. sender, _anount) (contracts/PresaleVesting,VestingCyg. sol#415)
Reference i
THFO:Detectars:
L#376-404) perforns a on the result of a division:
- actvalstice = (block. tinestamp - / 92)
- - + ((totalamount - « actualSlice) / slices (contracts/Presalevesting/VestingCyg.sol#397-480)
Reference: https://github
THFD:Detectors
t " " t * « €256 14171-212) should enit an event for:
- = _totalsmount S014195)
Reference: https://github
THFD: Detectors
e nitel NhitelistedTean 1#114) lacks a zera-check on
. B L115)

14118) Tacks a zero-check on
119)

Reference: https://github
THFD: Detestars

. £256) 1

404) uses tinestanp for comparisons
Dangeraus conparisons.

- Slices <= actualSlice (contracts/PresaleVesting/VestingCug.sol#394)
Reference: https://github
THFD:Detectars
Pragna version®0.8.0 (contracts/PresaleVesting/Vestinglyg.sol#12) allows old versions
501c-0.8.17 s not recomnended for deployment
Reference: https://s

Cug(LERC20) ._cvg 19100) 15 not in mixedCase
tPresalel ). _newpresatein S0L#104) s not in mixedCase
i 14109) is not in mixedtase
. U4130) 15 ot in mixedCase
boo1) _tokenTd ( So1#136) is not in mixedCase
bool) _isseed LA137) 15 not in mixedCase
e e it i 1£256) ._totalAmount 14172) 15 not in mixedCase
i . Y . « 1£256) _start #173) is ot in mixedCase
i © it v « 1256) _cLife 14174) 15 not in mixedCase
stices L4175) 1s not in mixedCase
i t o . « 1£256) _slicePeriods -5014176) s not in mixedCase
it e it e . 1£256) _vestingType 1#177) 45 not in mixedCase
o e o e e 1£256) _drapCliFt L4178) 1s not in mixedCase
- 14219 15 not in mixedCase
_tokenld 16236) is not in mixedCase
Paransten VestingCug.releaselll(uint256)._tokenld 14260) is not in nixedtase
). _isTean L4281) is not in mixedCase
Parane! t _amount 1#409) 15 not in mixedCase
Reference: https://github
THFD:Detectors
Variable Vestingtvg. bool)._y 1348) is too similar to o £ t256)
Variable Vest €256) L4136) is too similar to VestingG: » €256 «
Variable Vestingtvg. . 14314) 15 too sinilar to VestingC: t €256)
Variable Vestingtvg . 5014219) 15 too siniler to Vest: e
Reference

github. tar
THFO:SLither: . fcontracts/PresaleVesting/Vestinglug ol analyzed (42 contracts with 85 detectors), 33 result(s) found



AUTOMATED TESTING

CvgRewards.sol

THFO:Detectars:
Reentrancy in CugRenards._checkpoints() (contracts/Rewards/CaReNards . soL#144-199)

External calls:

- _gavgeController.set_lock(true) (contracts/Renards/CugRenards . sol#163)

State variables written after the call(s)

- cursor = 0 (contracts/Revards/CugRenards. s014176)

GugRewards. cursor (contracts/Revards/CygRenards .sol#58) can be used in cross function reentrancies:

- CugRewards ._checkpoints () (contracts/Renards/Cughenands. sol#144-199)

- CugRewards. ) -5014250-328)

- CugRewards . _setTotallieignt() (contracts/Revards/CugRenards. so#201-244)

- Cughewards cursar (contracts/Rewards/CugRevards. sol#

- cursor = _endchunkc (contracts/Revards/CugRenands . so#181)

CugRewards. cursor (contracts/Renards/CugRenards . sol#8) can be used in cross function reentrancies:

CugRenards . _checkpoints () (contracts/Renards/CvgRenards. sol14d-199)

- CugRewards ) s0L4250-328)
- CugRewards . _setTotallieignt() (contracts/Revards/CugRenands. so#201-244)
- CygRewards . cursor (contracts/Revards/ CvoRenards. soL458)

Reference: https://github Lities-1
THFO:Detectors:

CugRenara: index S0L4113) is & local variable never initialized
Reference h ~varial

Reentrancy in CugRewards. checkpoints() (contracts/Rewards/CvaReNards . soL#144-199)
External calls:
- _gaugeController_set_Lock(true) (contracts/Reuards/CugRenards . sol#163)
State variables written after the call(s)
- state = State. LOCK_TOTALWELGHT (contracts/Renards/CugRenards .so1#178)
Reentrancy in CugRewards ) c
External calls:
- gaugeController.set_Lock(false) (contracts/Renards/CugRenands. so1#280)
State variables written after the call(s)
- state = State CHECKPOINT (contracts/Rewards/CvgRenards soL#282)

Lities-2

Reentrancy in CugRewards. _checkpoints() (contracts/Rewards/CvgRenands.sol#144-199)
External calls:
- _gaugeController.set_lock(true) (contracts/Renards/CugRenards. sol#163)
gsugsControlier. gauge_relative_neight_urite(_gaugeController gauges( cursor)) (cantracts/Remards/CvgRenards. sol#187-189)
Event emitted after the call(s)
- Checkpoints(_cvaRewardsCycle) (contracts/Rewards/CvgReNards .soL#197)
Reentrancy in CvgRenards. ) .
External calls:
- gaugeController.set_Lock(false) (contracts/Renards/CugRenands . sol4280)
«

- ). SoL#308-310)
Event emitted after the call(s)

B - _totallieignt so4323-327)
Reference: https://github Tities-3

THFO:Detectors

CugRenards ._checkpaints() (cantracts/Rewards/Cvghenands. sol#144-199) uses timestamp for conparisons

Dangeraus comparisons:

- require(bool string) (LastUpdatedTinestan + 604800 <= block.tinestanp, NEED_WAIT_:
Reference: https://github i
THFD:Detectars
Pragna version®0.8.0 (contracts/Renards/CugR
501c-0.8.17 is not recommended for deployment
Reference: https://github

_DAYS), -s0l#145-148)

ands. 501412) allows ol versions

) .501#19-329) uses Literals with too meny digits

- INITIAL_CYCLE INFLATION =
Reference: https://github
THFD:Detectors
CugRenards . cvglontrolToner (contracts/Rewards/CugRenards.sal#52) should be imutabile
Reference: https://github "

THFO:SLithen: . /contracts/Rewards/CvgRenards . 5ol analyzed (39 contracts with 85 detectors), 11 result(s) found

TAssetBlackHole.sol

THFO:Detectors:

— 0 G / U#240-302) ignores return value by _toke. transfer(gaugeAdaress, to i 4
ThssetBlackHole. uithdran (IERC20, address,uint256) (contracts/Revards/ThssetlackHole. so1¢312-315) ignores return value by thsset ( Janount) #314)
Reference: https://github i
THFD:Detectors
Reentrancy in _eheckpoints() 14153-196)

External calls:

- _gaugeController.set_Lock(true) (contracts/Reuards/Thsset8lackiiole . sol4163)
State variables written after the call(s)

- cursor = 6 (contracts/Revards/ThssetBlackole. sol#175)

L453) can be used in cross function reentrancies:
L153-196)

~ ) U240-302)
. ) Lu19e-238)

- cursor = _endChunkc (contracts/Renards/Thsset8lackfole . 501#180)

or 53) can be used in cross function reentrancies:
- _checkpoints() -
- - U240-302)
= ) 1198-238)
B rsor Thssetlackiole. so1453)
Reference: https://github Tities-1
THFD:Detectors
1,uint: £256) 1 1492) s a local variable never initialized
Reference: https://github -variables
THFD:Detectors
1,vint: * U#87-95) has external calls inside a loop: T n -tokeCyele)
Reference: https://github 4
_eheckpoints() 14153-195)

- _gaugeController.set_Lock(true) (contracts/Reuards/Thssetdlackiiole. sol#163)
State variables written after the call(s)
State = State. LOCK_TOTALWETGHT (contracts/Renards /Thsset8lacktole. sol#177)
ked - toke )

- tokesal L166)
Reference: https://github Tities-2
THFO:Detectors

Reentrancy in _eheckpoints() 14153-196)

External calls:
- _gaugeController.set_Lock(trus) (contracts/Renards/Thsset8lackiole. sol#163)

gaugeCantraller.gauge_relative weight urite( cvgContralTover curson)) 141
Event emitted ater the call(s)

B / 1194)
Reentrancy in ~ ) Un240-362)
External calls
- _gaugeController.set_Lock(false) (contracts/Renards/TAssetBlackilole. s014264)
ibuted)

- . o)
o1 _tokecyeie) 14296)
Event omitted after the coll(s)
N _tokeCyel 1301)
Reentrancy in ITokeRenards.R £, uints,bytess2, bytes32) 112-129)
External calls
- cugtontrolToner. tokeRenards () ) 8 I
Event emitted after the call(s)
: v sent. anount) e
Rofenence: fttps: //gith tities-3
PO :Detectars:
Pragna versiont0 8.0 (contracts/Renards,/ThssetBlackiole sal#12) allovs old versions
S0lc-0.8.17 15 not recomnanded for deploynent
Rofenence: httos: //github vers
RO Detectors:
Paraneter 1 uint: 1256)._tokecyele 1490) i not in mixedCase

Reference: https://github
: U analyzed (38 contracts with 85 detectors), 12 result(s) found

1495)
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Xﬁggstributor.sol

L 30LIT4-136) 1gnores return value by _token ndr -ssount)
Ex20)

inase, . 3OLP204-267) dgneres return value by _token ¥  _ansentysar) aoue)
o nt2ss, 1. 16re20) . 50LF204-287) igneres return value by _token. smountuser) S0L0245)
antase, 1. 16Re20) LAZ04-25T) $086res FTUCH VALV By _token. -sscuntuser) u2en)
o Opn— gp
_snoumtuser) 1014242}
sap o)
. <omcentUser) .s01245)
~smentusar) sola2és)
Mm nrlml.n ritten after the r.-ll(l?,
seunen)
SOLISS) can Ba U349 in cross functisn rasatrancies:
H ANC2E6, address, i solwise-192)
- ) uine254) seLU305-348)
: oUrs3)
v in : . 10U94-158:
External calls:
- _tol e . omsent) Lsou120)
State varisbles written after the call(s):
- depositeaTokanhdaressorTes]actual 0€). pusa(adaress(_tewen)) (contracts/Remaras/vsbistrinutor. solaiis)
$5U59) can be used 1 crans fomction resmeancies:
. ol 136)
- depaitedTokenknountarTda| .octoalTOE] [ token) +s _amaumt. (comtractsiRewords/Yabistributor.soU1E)
.9L156) can be vied dn cross fmtion resrancies:
! IEACED sint284) oS 28)
: i
: ety
. nt256,010t256) P
Beference:
TUFO:batectors:
TERC20). 50L0279) is a local variable mever initialized
TERE20) .4 mnmn-mlwmnmw
int254, uint256, adére 1ER20) .4 5014220) 15 0 local vardable never indtialized
4 .5014103) is a local varisble never umu\u-
Al .30LF115) is @ lecal varisble mever initialized
ARtZS6, 1 £6LIS8) 18 3 Local VIFLAOLe Miver LAitislized
3 -8014114) i3 o Local variable never initialized
Beference: v
INFO: Detectors:
L46LI4-136) has. externsl calls 3naide & 1009 sancer, ouzs)
it 256) .801A303-344) has extersal calls inside a Voop: actuslCycle <= cycleTde || rI-Mlﬂll-‘lﬂ'lilIl[_G“l:l [tdelds[4]] 1|
entracts/Resards/Vsbistributor. s0LA318-128)
. a6 .4014348-349) has extersl CaTls Laside & Loom: share = (locklng? ok 18 44 20) 7
Beforence: v
INFO: Detectors:
Besntrancy 1n 256, umzs 1, 1e8c20) .
External call
Kok amountlser) . 5010242)
- g 8010243
- tok . 4010245)
ok or) 101240
Event. emitted after the cotifs):
Beantrancy 1n - LsoUm-136):
External call
- _toke \ amgent) . $0L129)
Eviat enitted after the COVLEE):
X .s0135)
1nt256, 800 ess, aare 1eRc20) L40LPIS6-192) Usts TiMETaN0 for CORATLIORE
< black.timestonp, TOEN_TINELOGKED)  (contracts/Remros/vadistributor. soW164)
? ceom L BOLRIS3-344) UIHS SRseRDLY
Jint2Ss, addrass, adaress TERG28). 301159) 13 not in iusaCese
], wint286) . _tdeld LASE6) 4s not in mizedCose
A Dowinezs). towtala LS0L505) 18 not in aixsdCass

30L371) 48 not in adxeotase

nzse). .
STt hment e T LIEM 0. VATRZS4 AInKZE),ctok. (conkracts PeabGS NOGLSRrLukor, sOLUSO1 19 . 1n miredCose
e Tokenhrmardhnoontor TaCIERL2D,wint 286 i 284). T4 Cemtraeta/Ramedt DAl isor:mi0EkI) dn 1t 1n mbenditsn

AUTOMATED TESTING

it muumur.mvmmmummumn m:m.umm)
1ERE20).

re (contracts/Resards/Ta01stributor. sOLAG81) 028 s
ot

. 501390)

Fide) o nat 1n mixpacese
LA415) ds not in aixedCase

us1s) 43 not in adxeocase

-80L444) should be immutable
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AUTOMATED TESTING

CvgTokeStaking.sol

INFO:Detectors:

€256, ada L4151-194) ignores return value by t ot
205-229) dgnores retur velue by stakinghsset.transfernag.sender, ooty (nen(racls/stakinq/Ewhkestakinq s014#220)
= IERC20, address, bool,, bool) 07-621) ignores return valve by asset.
Reference:
INFD:Detectons
t i 1574) s 3 Local vardable never nitialized
Lot (address) i TineLock ) is a local variable never initialized
tructor (1CvgControlTower, D.i is a Local variabl never initistized
int256, uint256) 11) 1 a local variable never initialized
25611 audress, 0oL boo - scope-8 Coontracts/Staking/gTokestacg SoUSES) 1 o Local variabte never nttisiised
€256, boot,, bool) o local variable neve initialized
1€256(1, address, bool booL). i D) s 0 Locel variable never idtiolizes
1,uint256) .1 SEL) is 8 ool variaola naver itttz
tis6t) mrers).4 3 Roodh w0t Ao aaune intrinszea
t " was) ds a u,m variable never initial
CES adirene, oo bosly-3 7434 308 0081 variotte neven snitislized
Refaraoca:
INFO:Detectors:
ddress, bool) 1#624-649) ignores return value by toke.approve(address(_cvgToke), _amount) (contracts/Staking/TokeStakingConson. sol#632)
: ddress. bool) 14624-649) ignores return valve by toke.approve(address(_poolCvgToke),_anount) (contracts/Staking/TokestakingConnon. sol#638)
Reference:
INFO:Detectons

14169-171) should emit an event for:
- naxviencycle = 1#4170)

Reference: /191

INFO:Detectors:

-649) has axtarnal cats dnsdde o Laop: _ovgToke = cusControtTonsr.cvgToke() (contracts/Stakdng/TokeStakingComon. soL4636)

. ddress. bool) 14624-649) has external calls inside a loop: toke.. _cugToke) ,_anount)
" ddress, bool) " LGB S47) Das OETATIAL oo dasise 1k T ricnvur), anount) 3 636)
- ddress, bool) UG24-645) han extermil. calls dnatde & Low: 3 _pooicvgToke), _anount) U
¥ ddress, bool #6264-649) has external calls insid ok oxcrangs (0 anouns PoctgToke. 31O, 1. ameun . racetver(coneracta/Stacing ToktakingComon.soUIS1-647)
transferors TERC20, address, bool,, bool) 14607-621) has extornal calls. inside o toopt ssset anount) S
Referenc i
NFO:Detectors
Reentrancy in «
External
- cvgtontrolTower. cvgToken() der, _anount) 1#204)
Event eaitted after the call(s):
* CLOLRCYS(-tOKuNLO,nsg. Sender, CYCLeTd, _anount) (contacts/Staking/TokeStakingComton. soL4Z06)
Reentrancy in 1, address: W215-261)
External calls
- cvgLontrolTower. ovgToken() totalAsount) u2ss
Event emitted after the call(s):
tokenTd, receiver. U260)
f— 1£256(1, address, bool,bool)
External calls:
ransfarirSuapCtotauumounts 1-scope-0), asseta[1-scope. 61, cparaton,.4sComvart, Latine) (contracts/Stadng/CvToaStalctng USe?-395)
ity chukl), anount) (cuntrl:u/Stnkm!/"k-sukwq[nmun soues2)
- LcvsToke.mint (address (_receiver),_smount) (contracts/Staking/TokeStakingComton. soL4634) |
- toke _anount)
LCvgToke. exchs e anoonts PoctEvgToke. oot ooy (o1 amt) . seceivary eoneraces/StakingTokeSeacingConson. soLAGAL-647)
Event enitted after the call(
- CvgTokeClainTokeMultiple(_ tonts, operator, _isConvert, shint 1#400-406)
Reentrancy in bool)
External calls:
traoatardsbuoLemd\sosmt . mas ALLL 801 00Ndbe SATORMATE, SO (conkrecte/Saking/CraTubaBtuking: 912y 246)
anount)
T e nppruvz(ladr‘lu( cvsToke)amount) (contracts/Staking/TokeStakingConmon.So14632)
- ovg _receiver), _anount: 4)
- toke. :npruve(auuress( SagADAGRse)Asot) (sontasts/StacnToheStakinaliason: sonsise)
- anount, | t_dy (0,1, -anount) ,_receiver) (contracts/Staking/TokeStakingConnon. sol4641-647)
Event emitted after the call(s)
- CygTokeCaiaTuke(tokentd,nag sender {sConvert, . LsHint TokeCLein(.cycleld, tokekenards)) (contracts/Staking/CgTokestakdng.sol4253-299)
Rasntsaney & i
extemal et
7 Takinabasnt rvnatantent e saeuk) Conmioscta/StAMInG/CHETuhStking as\AZEN)
Event enitted fter the cal
g t) 222-228)
Reference: : Lities-3
THFDetectons:
_checkTineLock(uint256) (contracts/ 149-51) uses timestanp for comparisons
Dangerous conparisons
- require(boot,, stnlw)(un\u:k)r\aTmestamu?er‘rnkenl(ak:nIdl < block. isestanp, TOKENTINELOCKED) (contracts/Token/OvgERCY21TineLocking. sol450)
(cor ) uses tinestamp for conparisons
Dangerous conpanisons:
- require(bool, string) (tinestanp > block.timestanp && tinestanp - block.tinestamp < maxLockingTine,WRONG_TINE_LOCK) (contracts/Token/CugERCT21TineLocking. soL#63)
Reference:

INFO:Detectars

. 1#448-522) uses assembly

- INLINE ASH (contracts/Staking/CvgTokeStaking. soL#497-503)
- INLINE ASh Ccantract/Staking/CugTokestaking soLASe9-S15)

- THLINE ASH (contracts/Staking/ TokeStakingComnon. soLY767-773)
Referer
TNFD-Detactons:
Pragna versions0..9 (cantracts/Staking/CugTokestaking. s0U412) allows old verstons
Pragna version®0.8.0 (contracts/Staking/TokeStakingConnon. 50L#12) allows old versions
FISGeR HISIAS.0.6 (SoNErRets/Nukan{DuERIREL5 nsLsckls SoUNLZ) obioes 10 Svsises
501c-0.8.17 is not reconnended for deploymer
Reforence 1
INFO:Detectons
Paranete boo1,bool)._tokenTd U241) 1s ot in mixedCase
Parancter 1€256,bool,, bool) . _cycleld a2z Lo ot dn aixeiCase
Paraneter €256 b0t bool) . sConvert U1243) 18 not in mixedCase
Paraneter €256 boo ool . _ishint. 14240 15 ot in miredtase
Paranster 1 1£254[], address, oo, bool)._tokenld 14312) 15 not in nixedCase
Parancten 1t256L] address, bool bool) ._cycleTds (contracts/Staking/CugTokeStaking.sol#313) is not in mixedCase
Paranster 25601, adress, boo o) _isCanvart. (Gontracts/Staking/CusTokeStaking. soUATLS) s not in ixedtase
Paranster 256[ ), address, baot, bool) ._isint is not in nixedCase
Parancten 1 i256) . tolenid 410) 1 not in nixedc
Paranster « ). _tokenld L#449) is not in mixedCase
Parenster nasiieutycle 1#169) is not in mixedCase
Parancter tokenld 14182) is not in mixedCase
Parancten 250, overers 14183) 15 not in mixedca
Paranster €2561]  adoress) . tokenld (contracts/Staking/TokeStakingConnon.so1#216) is not in mixedCase
Paranster 25611, address) . _cyclelds (cantracts/Staking/TokeStakingConnon sol4217) is not in mixedcase
Parancten _eyeterd 1 is not in mixedtase
Paranster £256) ._tokend 16304) 15 ot in mixedCase
Paranster " €256) cycters 14305 is not in mixedCase
Parancter €256)._tokenld LA330) 1s not in mixedCase
Parancter 1£256) ._tokeCycleld 4331 ds not in mixedCase
Paranster _tokenId ) 15 not in mixedCase
Paranster _tokenla L654) 15 not in mixedCase
Parancten ~_tokenld ] is not in mixedCase
Paranster 1£256) . cycleld U681 is not in mixedCase
Paranster 1£256) _token1d 1#691) is not in mixedCase
Parancter 1£256) _cycleld 1 is not in mixedca
Paranster oAl e £256) ._tokenld 4701) is not in mixedCase
Paranster " e €256 ._tokenld 14753 15 ot in mixedCase
Paranster vaToke 94) 15 not in mixedcase
Poranster CugERCTnelociny q:rTnken]dsFuN‘a\let(udm*ess) veviet cantnacee/Tokon/CogERETELTmeLacking 4oWATEy 1o ot in micestoss
Reference o5t
THFD:Detectors
varianle [1,addness) ._totalanount 14227) 1s too sinilar to [1,address,bacl, bool) . totalanounts
o327
Reference: names-too-sinilar
THFO:Detectars
ControlToner 14106) should be imnutable
tak " 14109) should be dmmutable

L4115 should be inautable

Reference: https://github

1 anatyced (45 ontratts with 85 detevtors, 70 resutEcs) found
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StakinglLogo.sol

THFO:Detectars:

Stakinglogo S01433-50) uses a neak PRIG sits] = - % 10)) soLua)”
feference: itos://sitme. e/stither,
THFO:Detector
Stakinatoso, & 1433-50) uses a dangerous strict equality;
- 0 (contracts/Staking/StakingLogo. soL#34)
Reference: -str:
THFO:Detectars
Stakinglogo. _tokenURL(StakingLoge . LogoInfos)  hoursLock L488) is a local vardable never initislized
Stakinglogo. setL 1ostring() .1 is @ local variable never initializes
Stakinglogo._takenURL(StakingLogo. LogaInf 1680) is a local vardable never initialized
Reference: https://github -variables
R0
Stakinglogo. _tokenURT (StakingLogo. L put 7) is wnitten in both
it = StongCant. aneodsPrckan(ortiut. rext verds e Yo BT tast.anenncreAaat fontEisasr2Sn font-antlysandsle aano, monospsce’s, . ) 1169-156)
output = string(ab: son;basesa, , json)) ogo.501#172)
Reference: “after-rite
THFD:Detectars
Stakinglogo. 1433-50) uses tinestamp for comparisons
angerous conparsaons
© (contracts/Staking/Stakinglogo. soL#34)
0 (contracts/Staking/StakingLogo. soL#39)
- 0 (contracts/Staking/StakingLogo. soL#44)
Stakingtoge..bekentRL orakinetoso. Logoinfos) UA77-175) uses tinestanp for conparisons
Dangeraus conparisons.
- LogoInfos.unlockingTinestanp > block.tinestanp (contracts/Staking/StakingLogo.soL¢89)
Reference
THFO:Detectors
Pragna version'0.8.0 (contracts/Staking/Stakinglogo.sol#12) allows old versions
S016-0.8.17 is not recomnended for deployment
Reference: versions-of-solidity
THFO:Detectors
Parancter Stakingl 11 1,stringl1) . _symbols not in nixedtase
Paraneter stainsLoso.sets 1,5tringl1). _logos tost> 15 m in mixedcase
Paranster _tokeparans is not in nixedCase
Fonction Stoindioge. Logolnfos) AT 55 not o wemedtase
Reference: nttps://github
0 Detectars:
ControlTover L420) should be imnutable
Referapee. etgosfottnon
THFD:SLither: . /contracts/Staking/Stakinglogo. ol analyzed (41 contracts with 85 detectors), 15 result(s) found
THFO:Detectors
diress(]) -501473-85) has external calls inside a loop: amounts(i] = T 1 _sol#81)
ddress[]) 501#97-116) has external calls inside a laop: totalStaked = T n totalStakes
dress(]) 1501#97-110) has external calls inside a loop: rewards = T D sol¥104)
Reference. github. o/stither,
THFO:Detectors
Pragna version®0.8.0 (contracts/Staking/StakingViouer.sol414) allows old versions
S016-0.8.17 is not recomnended for deployment
Reference: versions-of-solidity
NFD: Detectans:
Parancter T o S0L#18) is not in mixedCase
Paranster T €256 . S0L#43) is not in mixedCase
Paranster T £256) _tokenld sol#éd) is not in mixedCase
Reference: https://github
THFD:SLither: . /contracts/Staking/StakingVieuer. sol analyzed (36 contracts with 85 detectors), 8 result(s) found
INFO:Detectons:
€256, address) 14127-151) dgnores rsturn valus by stakinghsset der, Tower. )), anount) U146
~ d bool) -621) ignores return valve by anount) )
Reference. ansfor
INFO:Detectons
int2560], address). i 14229) i3  Local variable never initiatized
taL it t: 79) is a local variable never initialized
{1, address, bool bool) 14246) 15 a local variable never initialized
et (address) .1 TiseLockdng. SoU439) s @ local variable never initislized
i i #712) is a local vardable never initialized
Reference: : i 1
IHFO:Detectors:
¥ d 2] #6264-649) gnores return value br take. avvrova(address ovgToke) _amourt) (contracts/tadng/ToksStakingComon. sol86sz)

-649) ignores return valve by Toke),_ax

14169-171) should emit an event for:

- moxviencyote = Ut
Refen ¥
F0: nue:!nrs
Reentrancy ir «
Externat oa
- cvgcen(ro\wwer evgToken() der, _anount) r206)
Event enitted after the call(s):
e nCvR(tokenEd, s, b - CHATA, oomt) Contracts/StakingTokestakiogComnon so14206)
Reentrancy in (1. address) i215-261)
Extennal. calls:
- cvgontroLTower. ovgToken(). , -totalAsount) junass
Event emitted aften the call(s)
_tokenld,receiver, 260)
Reentrancy in 1€2560), acdress, boot, bool) 227-266)
External

(r:nsfernrsw:n( totalmaunt, toke,operaton LaGomvert,atint) (contracts/Stakdng/ThssetStaking. so263)
pprove(address (_cvgToke), _amount) (contracts/Staking/TokeStakingConaon.sol
vy amount; 61
- _cvgToke.mint(address(_receiver),_anount) (contracts/Staking/TokeStakingConnon. so1#634)
+ S Shonuiataduhesed Jockbuae AMOt) lsoninasts/Staing/TokeSuAGlascn.s5\A56)
_dy(8, 1, _anount) , _receiver) (contracts/Staking/TokeStakingConnon. soL#641-647)

Event emitted after the call(s):
- ThssetClainTokeMultiple(tokenld. operator, sConvert
Reentrancy in
External call
(rlnsfernrsnp( smorst,_tad e somda Snfcuvert, Lne). Comtracta/StakingTesetSiakiog acty2ss]
approve(sddness (.cugTokeasoun) (contracts/Staking/TokeStakingConmon. 354432)

tok 265)

- _ovgTol et
- ok, :pprnve(nuuress( poo\wgvoxe)._mum (con(u:(s/snkin!/TekesnKxngcnnmn sou638)
anount), _receiver) (contracts/Staking/TokeStakingConnon. sol#641-647)

L.

Cent eniting e e
- T alaToheCtchenld, g sander _dabomiert {sHln. -tk TokeCLadaC.opellsmeont) (contracta/Staking/ThssetStaklng. s¥286-215)
Reentrancy in
xtomal. catts
- cvgcontror der, anount) 1170)

Evens enitecd sfeen e cats):

) w172)

Reference:
INFO:Dotect
CUgERCTZETatocking _checkTimoLock(uint256) (contracts/Token/CugERCTZITmaLocking. soUKGS-S1) uses timestanp o coparisons

Dangerous conparisons

- require(boot ingT3 ) < block. tinestanp, TOKEN_TINELOCKED) (contracts/Token/CvgERCT21TimeLocking. soL#50)

tLock(uint €256) (cont TineLocking.sol#62-65) uses tinestamp for conparisons
Dangerous conparisons
- reauire(boot, mmg)mm stanp > block. tinestanp && tinestamp - block.tinestasp < maxLockingTine WRONG_TIHE_LOCK) (contracts/Token/CUgERC721TineLocking. soL#63)

Refe
THFoDetectors:

" " -
 INLINE ASH (cuntracts/Staking| TAssetStaking. soUsS22-325)

14752-780) uses assenbly
- TNLINE ASM (contracts/Stakina/ TokeStokingComnon. souner 77
ference
IHFO:Detectors:
Pragna version"0.8.0 (contracts/Staking/TAssetstaking. sol#12) allons old versions
Proams vareLoee.8.8 (oontracta/Stacing/TotsseadraCommun, s0UILL) #1iows 0ld varesons
ragna version"0.8.0 (contracts/Token/CvgERCT21TineLocking. soL412) allows old versions
ittt not recoanended for deploysent

Refareoca:
initialize(IcvgControlTower, ring,tring]ovabonteoLTomer oortraoto/Stakian/Thasetdiacny soussy) da t in atusctase
initialize(ICvoControlTover. ing,string) _thsset (contracts)/Staking/TAssetStaking. solSe) Ls not in abre

it okenld is not in mixe
it eyelerd 1186 1s not in nixedcase
int isconvert ALET) L8 0ot dn wixedCase
i {1, adtess boot boo). tokentd Coontrects/Staking/ ThasetStaking. suuzza) 12 ot $n wixudcen
Zeyetelds )5s not in mixedcase
{1 address, bool boo) . _isConvert 14231) 15 rot in muxadtese
{1, address, bool,bool) ._isHint 14232) 15 not in nixedCase
AL i €256, 0int256) ._tokenId ing.s014276) is not in mixedCase
int: £256) ._tokenld 11293) 15 not in mixedCase
N 14169) is not in mixedCase
1t256). _tokenld 14182) is not in mixedCase
intzse). oycleta 14183) 1 not in mixedCase
125601, address) . _tokenId (contracts/Staking/TokeStakingConmon.soL#216) is not in nixedCase
);000rese) _cycUTas (sontracts/Staking/TokestekingCommon, SsLEL?) 34 ot $n aixedCese
_cycteld 93) is not in mixed
1256) ._tokenld 143840 38 not in wirectase
Paranster i Zevcteta L4365 1s not in mixedCase

sou163)



AUTOMATED TESTING

Paranster e

S0 s ot in ixedcase

Parancter £256)._tokeCycleld 1) is not in nixedtase
Parancten tokenId 15 not in mixedCase

Paranster _tokenId 19654) 15 ot in mixedCase

Paranster £256) ._tokenld L#68E) 1s ot in mixedCase

Parancten ~eyelend Ls6s1) is ot in mixedCase

Paranster 1£256) _tokenId U#691) is not in mixedCase

Paranster 1£256) _oycleTd ( 1#692) is not in mixedCase

Parancten AL o £256) ._takenld 16701) i3 ot in mixadCas
Parancter _tokenld 12 ot i mixescase

Faronster TakestakdngComonsetFast DV LErVPookTARLT) - postovgToks. (contrarta/Staiiro TokeS avindiomaon. sOUTT) 13 ok i moscoss
Paraneter CvgERCT21TineLocking. getTokenldsFortiallet (address) . _wallet (contracts/Token/CvgERCT21TineLocking.so1436) is not in mixedcase
Reference: https:/,

L analyzed (50 contracts with 85 detectors), 55 result(s) found

TokeStaker.sol

THFD:Detectors

TokeStaker soL#133)

Toestaier i TokeStaker. 5014118-142) ignores return valve by asset. der, treasuryFees) TokeStaker. sol#152)
Tokesta TokeStaker 5014118-142) ignores return valus by asset. der, address ( renardinounts[1]) (e

Tokestalan vithirauTonQERC20) (cont m./mmg/mmsmm S0L#148-150) ignores return value by _token. transfen(nsg. sender, _tok s(this))) TokeStaker. s014149)

Reference: nttps://oi it

THFO:Detectors
TokeStaker D TokeStaker 014126 is a local variable never initialized

Tokestaler constructon (TCusCantrotToner, Toestalien RenardaInfol |, ITokestaling TcToke). 1 (contracts/Staking/Tokestaker S61453) 43 o Local, vardabte never initistzed
Reference:

THFO:Detectars:

TokeStaker . approveToken (TERC20, address, uint256) (contracts/Staking/TokeStaker . soL#155-157) ignores return value by _token.approve(_spender, _anount) (contracts/Staking/TokeStaker.sol156)

soL132;

TokeStaker n 5014118-142) has external calls inside a loop: asset. sender, treasuryFees)
TokeStaker dep D Tokestater So16115.142) oe xtarnat solls Snesde 4 Loap: asses transrerFr der, address . )
Reference: s+ inside-a-l

Pragna version®0.8.0 (contracts/Staking/TokeStaker . 501412) allows old versions

S01c-0.8.17 is not recomnended for deployment

Reference: https://github ither,

THFO:Detectors:

Paraneter TokeStaker . agdRewardnfo(TokeStaker RewardsInfo) ._renardInfo (contracts/Staking/TokeStaker.s01476) is not in mixedC

Paramster TokeStaker. setRenardInfo(uint256, TokeStaker. RewardsInfo) ._renardsInfo (contracts/Staking/TokeStaker .sol#87) is not in mixedCase
Paranster TokeStaker. stakeAndUpdateTokeCycle (TokeStaker. Staking) ._staking (contracts/Staking/TokeStaker.soL4107) is not in mixedCase
Paranster TokeStaker TERC20) _token TokeStaker . s014148) 15 not in mixedCase

Paraneter TokeStaker . approveToken (TERC20, agdress, uint256) ._token (contracts/Staking/TokeStaker .so1#155) is not in mixedCase

Paranster TokeStaker.approveToken (IERC20, address, uint256) _spender (contracts/Staking/TokeStaker sol4155) is not in mixedCase

Parancten TokeStaker IERC2D, acd anount TokeStaker . so14155) is not in mixedCase
Paraneter TokeStaker Touint256) s TokeStaker . s014164) 15 not in mixedCase
Paranster TokeStaker. Toint256) TokeStaker . soL#165) is not in mixedCase

Reference: https://github
THFD:Detestars

Variable Tokestaker.adiRenardInfo(TokeStaker . RenardsInfo) ._rewardInfo (contracts/Staking/TokeStaker sol#76) is too similar to TokeStaker.rewardsInfo (contracts/Staking/TokeStaker . so#44)
Reference: https://github

THFD:Detestars

TokeStaker . accToke (contracts/Staking/TokeStaker .5o1#38) should be immutable

TokeStaker . cuglontrolToner (contracts/Staking/TokeStaker.sal#36) should be imutable

TokeStaker. tokeStaling (contracts/Staking/TokeStake.s0L#37) should be inmutable

Reference: https://github red-inmutable

THFD:SLither: . fcontracts/Staking/TokeStaker . 501 analyzed (40 contracts with 85 detectors), 25 result(s) found

Cvg.sol

THFO:Detectors

Cug.constructor (IcugControlTaner, address, address) _airdrop (contracts/Token/Cug.5o1#38) lacks a zero-check on
- airdrop = _airdrop (contracts/Token/Cvg.soL433)

Reference: nttps://github o

THFO:Detectors

Pragna version®0.8.6 (contracts/Token/Cug.s01#12) allows old versions

501c-0.8.17 is not recomnended for deployment

Reference. X ~versions-of-solidity

THFO:SLither: . fcontracts/Token/Cug 5ol analyzed (37 contracts with 85 detectors), 3 result(s) found

CvgToke.sol

THFO:Detectors

TokeStaker . 01#133)

Utitit. trotTorer 152) should be imutable
Reference: hitps://git)
i St onracte v e ugU1 At ee 61 anayaes (39 comracts wieh 39 serectona), 59 resULE(s) Toond

Cugoke.aint (adiress uint256) (cantracts/Token/CygTake. s01424-27) dgharas return value by cgbantrolTonar. toke().tr der cvgtontrolToner 3, amount) (contracts/ saL2s)
Reference: https://:
RO Detectors:
Pragna version*0.8.6 (contracts/Token/CugToke. so1#12) allows old versions
S0lc-0.8.17 is not recomnended for deploynent
Reference: https://github -ver:
THFO:Detectors:
Cugloke.cugtantrolTanar (contracts/Token/CugTake.sol#18) should bo immutable
Reference:
EHFo-svithar:eonocts Token/EvsTake. 3o, anoLyeed (37 euntrases mieh 35 setoctarss, & resoLt(s) foumd
utit £ €256, boot,, X s/CugUtilities sol#151-204) dgnores return value by toke. der, tokekmaunt) (Gontracts/utila/Cusbtititios ssuint)
ugutitit, int €256 boot I s Ls/CugUitit L¥151-204) ignores return value by _cugToke. transferfr der, adgress (this), S1s/Cugueil 1
utit uint2se, uint2s TeRe2o, - SwapTrans: (contracts/utils/CvgUtilities. sol4214-255) ignores return value by s send ss . fovgutititie
5.5014234)
UgUtiit €256, uint256, uint256, TERL: s cts/utils/CugUtilities so14214-255) ignores return value by _tAssetData thsset dor adress (this), Ss/CvgUtitities . sol
i
Reference: https://github i ansfer.
THFO:Detectors
Cugutitit; it D UHET) i o Local variable never initiali
UtiLit: 1,2dress) . j 1s/CvgUtilit is 2 Local variable never mmum
Utitit e €256, boot., o totalTokenount 159) is a local vardable never initielized
utitit. 1it D3 Lit is 8 local variable never initialized
Uit 1 i 1 1475) 5o o local varisblo nover initiatized
Utitit, " €256, IERC20 swap anou 4) 15 3 local variable never initialized
Utitit, it 1. ies) is o \wva\ yarisile never initiatizeg
Cugutitit: 1,adgress) .1 1s/CugltiLit a Local variable never initialized
Reference: https://github -variables
IR0 detectors
utit 1,address) Lities s01#128-142) ignores return value by . tokenIds(3], re 1s/Cugltilities. s014133)
Uit baot L151-204) dgnores return value by toke. nuqhﬂml totalTok ) s
Utilit, € €255, baol,, X UAI51-204) ignores return value by toke.op totalTokenaunt) et
utitit, . 14256, boot 4 15/CugUtilities sol#151-264) ignores return valve by _cvgToke evstomeriTomen ), totalTokeAnount ¢ Lt
o14200)
Utilit: e €256, IERC20 swap? 16/0vgUEELities. soL4214-255) dgnares return value by undertyinghsset. sparove(adaress(thssetlata, thsset) anount) (contracts/ytils/CaUtilities .soL240)
Utitit i €256, TERC20 Svap! s/CvgUtilities so14214-255) ignores return valve by _thssetData. thsset
s1)
Reference: https://github
THFD:Detectors
utitit: Lit n L8/CugUtilities. s0l#75-101) has external calls inside a loop: tokeStak Lain.c " S/CugUtiLities. solke2)
Uritit 1 D L473-101) has external calls inside a laop: fokeStak Lain toketycl der, el Convert. Hint) 1s/Cvgutilit
ies.501485-91)
Utitit, CugUtitit D Tities 501#105-126) has external calls inside a loop : JtdeTd der msg. sender new 1600, 2) (eontracts
Jutils /CugUtilities sol116-117)
Utilit. 1,address) 1 14128-142) hes external. calls inside a Loop: 1. tokenTos (3], der) s/ Cvgutil 1
Reference github. e/stither, i
THFO:Detectars:
Pragna version®0.8.0 (contracts/utils/CugUtilities.sol412) allows old versions
501c-0.8.17 is not recomnended for deployment
Reference versions-of-solidity
THFO:Detectars
Paraneter Cugltilities ” €256, boot,, tokenld 14152) 15 not in mixedCase
Parameter CugUtilit » €256, boot., ' tokeAnount. Lities.so1#155) is not in mixedCase
Paranster CugUtilit t €256, bool - Lities.sol#154) is not in mixedCase
Parancten CvgUtil boot, X i16/0vgUtiLities. sol4156) 18 not in mixeatase
Parsmeter CugUtilit « Y €256, TERC20 p _tokenId 1 is not in mixedCase
Paranster CugUtilit t + €256, TERC e e 16) is not in mixedcase
Parancten CugUtilit: o o €256, IERC20 P thssetAmount. Lities.s014217) is not in mixedCase
Paransten CvgUtilit « e IERC20, v - Tities.s014218) is not in mixedCase
Parameter CugUtilit Y e €256, TERC20, X - Tities.so1#219) is not in mixedCase
Paransten CugUtiLit, Jaddress) 1s/Cugtilities. sol#262) is not in nixedcase
[ Jaddress) 1 1 15 not in mixedCase
Parsmeter CugUtilit . . 15/CugUtilities, sol#274) is not in nixedCase
Paranster CugUtilit pootCvgToke ( 1s/Cugtilities. sol#280) is not in nixedCase
Reference: https://github
THFD:Detectors
Varianle CvgUtilit t 256, TERC2D, - 15/CvgUtilities sol#218) is too sinilar to CvgUtilit Tities. sol
Reference: https://github Lar
THFD:Detestars
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SwapperFactory.sol

THFO:Detectars

SwapperFactory

n/unl:/swaw“rﬁc(urv S014106-110)

Ls/SuapperFactory . sal#84-126) uses arbitrary from in transferfron

_swapTransaction.description. srcTo

transferfron(_user,

deser:

) (contrac

(contracts/uti 5014133-169) uses arbitrany fron in transferfron: _swaplransaction.description.srcToken. transferFran(_user,address(this), swapTransaction. description.anount) (contrac
t5/utils/SuapperFactory. soL4149-153)
erence: ttps://github. sc/stither, ~fron-in-
THFO:Detectors:
. P « / S0L84-126) ignores return value by _snapTr description.srcToken _user, s(this), doscription.anount)
erFactory. so1#106-110)
» Thareg pTrans: (contracts/uti S01#133-169) dgnores return value by _swapTransaction. description. srcToken _user, (this) description.amount) (contracts/utils/Swap
perFactory. so14149-153)
Reft it i i ansfer
THFO:Detectors
wan( S01452-77) ignores return value by _swapTransaction.description.srcToken g ) saLye2-65)
suap( 501452-77) ignores return value by _swapTransaction.description.srcToken. - e o S01466-69)
P suap( S01452-77) ignores return valve by wap or,_: description, _swap! nit, "
Py.50171-76)
. S0L84-126) ignores return value by _snapTr description.srcToken ~ - ? 0
napperFactory. soL#114-117)
P . 3 2 /5614135-169) dgnores return value by _swapTr description. srcToken. app - = o )
uapperfactory. soL¥17-160)
R 5014176-181) ignores return valve by _token.app -anount) -5014180)
Reference githus. o/stither; eturn
THFO:Detectors
Pragna version®0.8.0 (contracts/utils/SuapperFactory.sol#12) allovs old versions
501c-0.8.17 is not recomnended for deployment
Reference. versions-of-solidity
THFO:Detectars
Parancter suap( _ S01453) s not in mixedCase
Paranster Swap . P _user soL#85) is not in mixedCa:
Paranster . Savise) 1s not in mixedcase
Parancten . _user smm) 15 not in mixedc:
Paranster Swap . X _swap 01#135) is not in mixedCase
Paranster TERC20,uint256) ._token SSUTT) 15 not in mixedCase
araneter £256) _anount 5014178 is not in mixedCase
Parancter TERC20) . _token S0L4187) is not in mixedCase
Reference R
THFO:SLither: . fcontracts/utils/SuapperFactory.sol analyzed (39 contracts with 85 detectors), 20 result(s) found
THFD:Detectors
Reentrancy in CloneFactory.createBond(IBondStruct.BandParans, I0racleStruct .OracleParans, uint256) (contracts/CloneFactory.sol#e9-61)
External. calls
- I8ondDepository (nexClone) . initialize(_cugControlToner, bondParans, oracleparans) (contracts/CloneFactory.sol#ss)
_cvglontrolToner. so#59)
Event emitted after the call(s)
“Lone, _bondp: 60)
Runtrancv i CloneFactory.createCushggregatr (inko,string, vinzse) Ceomrocts/lommEastory. soU1-99)
- IquAﬂqrnqatnrvz(nnwclnnn) initialize(_cvaControlTower, _decinals, description) (contracts/CloneFactory. sol496)
- _cvgControlTome #Clone, _version: soL497)
Feent amitted afier the et
‘Lone) soLeos)
Reentrancy in CloneFactory. 256, string, string) solses-84)
ternal calls:
- IHaserstaking(nestlons)nstializa(_cusantrolTouer,ssset, nanesyabal) (contracts/Clonfactory-sola7)
- _cugCantrolToer 81)
Event emitted after the call(s)
‘Lone, _asset) sotve3)
Reference: https://github Lities-3
THFD:Detectors
CloneFactory. _clone(adiress) (contracts/CloneFactory.sol110-126) vses assenbly
ILINE ASN (contracts/CloneFactory.sol#112-118)
Reference: https:/,
THFD:Detectors
Pragna version*0.8.6 (contracts/CloneFactary.so1#12) allows old versions
S0lc-0.8.17 is not recomnended for deployment
erence: ttps://: -ver:
THFO:Detectors
Paranter CloneFactory. initialize(ICvgControlToner). cvgControlover (contracts/CloneFactory.sol434) is not in mixedCase
Paranster CloneFactory.createBond (IBondstruct .BondParans, LOracleStruct. OracleParans, uint256) . _bondParans (contracts/CloneFactory .sol#50) is not in mixedCase
Paraneter CloneFactory.createBond (IBondstruct. BondParans, [0racleStruct  OracleParans, uint256) _oraclearams (contracts/CloneFactory.solys1) is not in mixedCase
Paranster CloneFactory.createb: BondParans, Oraclepar: 1£256) _version 1452) 1s not in mixedCase
Paranster CloneFactory.createTAssetStaicing(LERC20Netadata, uint256, string, string) ._asset (contracts/CloneFactory.sol#69) is not in mixedCase
Paranster CloneFactory.createTAssetStaking(LERC20etadata, uint256, string, string) . version (contrats/CloneFactory.sol#70) is not in mixedCase
Faraneter ClansFactory.orsateTAssstStaking (IERC20ftadata, uini2Se, i string)._ame (contracts/ClansFastory <ol471) s not in nixedbase
Parancten CloneFactory g, 5tring) _synbol ( S01472) is not in mixedCase
Parancten CloneFactory s £256) . _decinals S0 55 noe in aectase
Paramster CloneFa: ot n wixeicase
Paranster mmmmv :reatengAqEV‘eqzmr(u)n(B ering vinss6) veraton CeontractalCionsFoceany.solbon) 15 nov in mivesta
Reference: https:/,
THFD:Detectors
ClanaFactary. clane(adiress) (auntracts/ClonsFectory SEULO-129) uses Litarels with too many ciatts
- s —clone_asn._¢ soL4114)
CloneFastony . Fonelatiress) (ooneraris/Cuoneraciony <oLAAI0-120) vacs 11serats maen o0 nary dhoster
Wstore(uint256,uint256) (ptr__clone_asn_ + 0x2; sot#116)
Reference: https://githu
THFD:SLither: . fcontracts/CloneFactory .sol analyzed (41 contracts with 85 detectors), 19 result(s) found
THFD:Detectars
CugContratTover. o 1£256) .5 (co Tower.5014231) is a local variable never initialized
Reference “variatles
THFD:Detectar
CugContralTaver. initialize (address, oddness  addness) . _treasuryBonds (contracts/CugtontrolToner.01490) Lacks o zena-check on :
Touer.sol#9L
CugConteotTaver. initialize address  addness  address) . treasuryStaking (cantracts/CgControlTaner. solA98) Lacks a zero-check on
B Tower. s01492)
CuatontrotToner. initiatize atness, aidress, addess)-treasuryDao (contracts/CyaControlToer.scL#90) 1acks a zero-check on
uryDao = _treasuryDao (contracts/CvgContralTover. so1#93)
cvgcontratTover. Tower 5014275) Lacks a zero-check on
- Tower.s014276)
CvgControtToner. ). Toner.5014279) lacks a zero-check on
- - Toer.. sal#260;
cvgcontralTover..s¢ Tover..s014287) Lacks a zero-check on
~ treasuryDao = newTreasurybao (contracts/CugContro Tover. s014286)
CugContratTover. Tonerso1#311) lacks a zero-check on
; SonsFacory = nevclaneractory (contracts/CugtontrolTone SoU4312)
cvgContratToer. Ut Torer.5014379) Lacks a zero-check on :
T vaitititios < “evaotiiisics (sontracte/tuatomtrotTone a0#550)
Reference: https://github
THFO:Detectors:
CugContralTorer. ver it & Tover S0LAAT4-193) s external calls i 2 Lo 1 1).getBonavien) Tover.s01#187)
CugContratTover. « t256) g eI 258) has externat seile inorde 4 000 i = i) )
Reference: https://github i
THFD:Detectors
Reentrancy in CvgControlToner.updateCyaCycle() (contracts/CugControlTover . so14392-398)
External calls
- ) Torer.5014396)
Event emitted after the call(s)
- NenCycle(_nenCycle) (contracts/CugControlTower. sol#397)
Reference: https://github Lities-3
THFD:Detectors
Fragns varsions0.8.0 (contrasta/CugtontrotTonr.solA12) stiows o1 vrsions
S0lc-0.8.17 is not reconnended for denloyne
nttps://github
THFD:Detectors
Paranter CvgContralTover.initialize(address address,address). treasuryBonds (contracts/CugControlToner. so1490) is not in mixedcase
Parancter CvgContraLTover. Jaddress, atdress) . « ouer.501490) is not in mixedCase
Paranster CvgContralTorer. initialize(adoress, address, address). treasuryDao (contracts/CvgControlTouer.so#90) is not in mi
Paranster CvgContralTorer. insertienbond (address,uint256)._newClone (contracts/CvgControlToer.so1#102) is not in mixedCase
Paranster CvgContralToer. ,uint256) _version Touor.5014102) is not in nixedcase
Paranster CugControlTorer. ,uint256) Tower..5014112) is not in mixedCase
Paraneter CugControlTore £256) Torer.sol#112) is not in mixedCase
Paranster CvgCantralTaver. Aggregator (ad e wer.s0L#124) 15 nat in nixedc
Paranster CugContralTover. insertheAggregator (address, uint256) . _version (contracts/CvgControlTouer.sol#124) is not in mixedCase
Paraneter CvgContralToer.getBondlLer N Tower..s014170) is not in mixedCase
Paranster CvgContralToer. it + Touer s0l#175) is not in nixedCase
Paranster CvgContralToer. it £256) _cursar Towor. s014176) is not in mixed!
Paranster CvgContralToer. e £256) Tower. s014177) is not in mixedCase
Paraneter CugControlTorer. Perer: t 1£256) Tower.501#218) is not in mixedCase
Paranster CvgContralToer. Perier: e 1£256) _cuson Tover.s014219) is not in nixedCase
Paranster CvgContralloer. S Touer.5014220) is not in mixedCase
Paraneter CvgContralTorer. _newBasesond Tower  s014315) is not in mixedCase

Touer s014319) is not in nixedCase

). _tokeHanager

Touer.s014323) is not in mixedCase
Toker.so1#335) is not in mixeoCase

Paraneter CvgContralTover.

Paranster CvgContralTover.setTokeRenards (ITokeRewards)

ITokeh:

TtokeRenards (contracts/CvgControlTower . sal#359) is not in mixedCase

Faranater CugEontrolTouar. setethleuaras (ITakaResarcs)._WethReuards (contracts/CugEontrolTouar s6L4343) i3 ot in sixedtasa

Tower..5014347) is not in mixedase

Tover L4351 i3 ot in mixedCase

_cugToke

Tower 5614363) 1 not 1n mivedCese

Tower.s014371) is not in mixedCase

tCvgTok Tower. sol#355) 1s not in mixedcase
tEvg(10vs) ._cvaTalen ( Toner.sol#359) is not in mixedcas:
T K
_stakingLogo Tower .5014375) is not in mixedCase
_cvaltilities Tower.sol#379) is not in mixedCase

THFD:sLith

feontracts/CugControlToner. sol analyzed (40 contracts with 85 dstectors), 45 result(s) found

Touer s01#367) is not in nixedCase
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The above output was reviewed, and all vulnerabilities were determined
to be false positives and were not included in the report.
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6.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of
well-known security issues and to identify low-hanging fruits on the
targets for this engagement. Among the tools used was MythX, a security
analysis service for Ethereum smart contracts. MythX performed a scan
on the smart contracts and sent the compiled results to the analyzers in
order to locate any vulnerabilities.

Please see the following pages for the results.
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Report for contracts/Bond/BondPositionManager.sol
https://dashboard.mythx.io/#/console/analyses/f1581917-bb5f-4bf8-b872-f454cTe4alf7

Line SWC Title Severity Short Description
12 | (SWC-103) Floating Pragma Low A floating pragma is set.
47 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
65 (SWC-110) Assert Violation Unknown Out of bounds array access
67 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

Report for contracts/Token/CvgERC721TimeLocking.sol
https://dashboard.mythx.io/#/console/analyses/b36c4bca-ea8l-4e2c-8188-c530df43dfas
https://dashboard.mythx.io/#/console/analyses/d8cceb9a-2cd4-4cc2-a43d-613db3fe3bfa
https://dashboard.mythx.io/#/console/analyses/f1581917-bb5f-4bf8-b872-f454cTe4alf7
https://dashboard.mythx.io/#/console/analyses/07994b21-6a39-4f87-b12a-1d0c27f7d19d

Line SWC Title Severity Short Description
12 | (SWC-103) Floating Pragma Low A floating pragma is set.
39 | (swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
40 (SWC-110) Assert Violation Unknown Out of bounds array access
63 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

Report for Bond/BondCalculator.sol
https://dashboard.mythx.io/#/console/analyses/9a591ac9-b9e8-4eef-alcf-d6e7112939d6

Line

SWC Title Severity

Short Description

1

o

(SWC-103) Floating Pragma | Low

A floating pragma is set.

Report for libs/ABDKMathQuad.sol
https://dashboard.mythx.io/#/console/analyses/9a591ac9-b9e8-4eef-alcf-d6e7112939d6

Line SWC Title Severity Short Description

545 (SWC-101) Integer Overflow and Underflow High The arithmetic operation can underflow.
589 | (sWC-101) Integer Overflow and Underflow | High The arithmetic operation can underflow.
979 | (SWC-101) Integer Overflow and Underflow | High The arithmetic operation can overflow.

Report for contracts/Bond/BondLogo.sol
https://dashboard.mythx.io/#/console/analyses/61343cd1-0601-4e98-bc67-abe8b5b9d2d8

Line

SWC Title Severity

Short Description

1

>

(SWC-103) Floating Pragma | Low

A floating pragma is set.

Report for contracts/libs/Baset4.sol
https://dashboard.mythx.io/#/console/analyses/212e676d-ebcé-4fa2-aa93-6fel792c1e58
https://dashboard.mythx.io/#/console/analyses/770ebed8-3f78-4918-aald-6707b04a413e

Line SWC Title Severity Short Description
17 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
17 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
17 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
20 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

Report for contracts/Bond/BondDepository.sol
https://dashboard.mythx.io/#/console/analyses/e992532f-e265-4f40-bbb6-415628b01634

Line

SWC Title Severity

Short Description

1

>

(SWC-103) Floating Pragma | Low

A floating pragma is set.

Report for contracts/Locking/Lockinglogo.sol
https://dashboard.mythx.io/#/console/analyses/212e676d-ebcé-4fa2-aa93-6fel792c1e58

Line SWC Title Severity Short Description
2 (SWC-103) Floating Pragma Low A floating pragma is set.
69 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
70 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/=" discovered
74 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-=" discovered
75 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
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75 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "%" discovered
75 | (SWC-110) Assert Violation Unknown Out of bounds array access

76 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/=" discovered
93 (SWC-110) Assert Violation Unknown Out of bounds array access

98 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
122 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
132 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*%" discovered
132 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
132 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
152 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
153 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
157 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "--" discovered
171 | (SWC-110) Assert Violation Unknown Out of bounds array access

175 (SWC-110) Assert Violation Unknown Out of bounds array access

180 | (SWC-110) Assert Violation Unknown Out of bounds array access

182 | (SWC-110) Assert Violation Unknown Out of bounds array access

184 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
184 (SWC-110) Assert Violation Unknown Out of bounds array access

184 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
186 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
189 | (SWC-110) Assert Violation Unknown Out of bounds array access

189 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
189 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
193 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
203 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
213 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
213 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
271 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
278 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
278 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
279 | (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
279 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
291 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
309 | (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
309 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
311 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "%x" discovered
311 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
327 | (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
327 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "%x" discovered
335 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*%" discovered
335 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
343 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
343 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
351 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
351 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered

Report for contracts/Locking/LockingPositionManager.sol
https://dashboard.mythx.io/#/console/analyses/d8cceb9a-2cd4-4cc2-a43d-613db3fc3bfa

| Line ‘ SWC Title

Severity

Short Description
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12 | (SWC-103) Floating Pragma Low A floating pragma is set.

94 | (SWC-118) Assert Violation Unknown Public state variable with array type causing reacheable exception by default.
130 | (swC-115) Authorization through tx.origin | Low Use of "tx.origin" as a part of authorization control.
210 | (sSWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered

pat] (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered

220 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered

222 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered

229 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered

229 | (sWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

237 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

237 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

242 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

243 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

243 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

247 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

247 (sWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

248 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

317 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered

318 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered

318 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

327 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered

328 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

331 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

334 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

334 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

334 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered

335 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

336 | (sSWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered

340 (sSWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered

385 (SWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

386 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

393 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
393 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

400 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "%" discovered

407 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
407 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

409 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered

411 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered

419 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered

419 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

419 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

424 (swWc-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
424 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

426 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
426 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered

454 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

455 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

459 | (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
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459 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
462 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "%" discovered
465 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
465 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
466 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
467 | (SWC-181) Integer Overflow and Underflow Unknown Arithmetic operation discovered
470 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
470 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
471 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
471 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
473 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
473 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
480 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
481 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
483 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
483 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
483 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
483 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
484 | (SWC-181) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
485 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
489 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
489 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
1 (SwWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
493 (sSwc-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
498 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
498 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
499 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
503 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
503 (SWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
520 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
520 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
569 | (SWC-181) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
569 | (sSwWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
574 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
574 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
581 (SwWCc-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
581 (sSwc-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
601 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
601 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
602 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
603 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
606 (SWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "%" discovered
608 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
608 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
608 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
612 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
612 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
612 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
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617 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
621 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
622 (swWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
624 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
628 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
633 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
634 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
700 | (SWC-110) Assert Violation Unknown Out of bounds array access

701 (SWC-110) Assert Violation Unknown Out of bounds array access

702 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
703 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
703 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
704 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
704 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
704 (sWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
7068 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
708 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
708 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
711 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
712 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
714 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
719 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
743 (SWC-110) Assert Violation Unknown Out of bounds array access

745 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
747 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
776 | (SWC-110) Assert Violation Unknown Out of bounds array access

779 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
783 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
789 | (SWC-110) Assert Violation Unknown Out of bounds array access

796 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
800 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
826 | (SWC-110) Assert Violation Unknown Out of bounds array access

838 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
839 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
839 | (sWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
844 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
850 | (SWC-110) Assert Violation Unknown Out of bounds array access

861 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
862 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
862 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
863 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
868 (swWc-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
883 (SWC-101) Integer Overflow and Underflow Unknown Compiler-rewritable "<uint> - 1" discovered
883 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
885 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
886 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-=" discovered
887 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
900 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered

61



AUTOMATED TESTING

901 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
901 | (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "xx" discovered
901 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
Report for contracts/Locking/LockingPositionDelegate.sol
https://dashboard.mythx.io/#/console/analyses/7089ela5-a045-4570-82f3-cc91d7d8h343
Line | SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
Report for contracts/Locking/VveCVGCalculator.sol
https://dashboard.mythx.io/#/console/analyses/43e9f307-c217-455b-95bf-49239becf026
Line | SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
Report for contracts/Oracles/CvgV3Aggregator.sol
https://dashboard.mythx.io/#/console/analyses/b4caa49f-9326-49b5-a435-932h997647e3
Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
Report for contracts/Oracles/CvgOracle.sol
https://dashboard.mythx.io/#/console/analyses/67f3ddac-fd86-42b2-aald-26218998elf6
Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
104 (SWC-110) Assert Violation Unknown Out of bounds array access
105 | (SWC-110) Assert Violation Unknown Out of bounds array access
113 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
113 (SWC-110) Assert Violation Unknown Out of bounds array access
113 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
118 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
118 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered
120 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
120 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x*" discovered
120 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
139 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
139 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
139 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
140 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
140 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x*" discovered
140 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
176 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
176 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
184 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#*" discovered
184 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
184 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered
197 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#*" discovered
197 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
197 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
214 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
215 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
249 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
254 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
254 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
258 (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
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| 259 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
Report for contracts/libs/TickMath.sol
https://dashboard.mythx.io/#/console/analyses/67f3ddac-fd86-42b2-aald-26218998elf6
Line SWC Title Severity Short Description
28 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
29 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
30 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
31 (sSWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
32 | (swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
33 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
34 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
35 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
36 | (swC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
37 (swWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
38 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
39 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
40 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
41 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
42 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
43 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
44 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
45 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
46 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
48 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
53 (swWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
53 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "%" discovered
109 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
110 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
112 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
198 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
200 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
201 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
Report for node_modules/@openzeppelin/contracts/token/ERC20/utils/SafeERC20.s0l
https://dashboard.mythx.io/#/console/analyses/eb512d63-cfdl-4e4f-bf95-432fc2labefe
https://dashboard.mythx.io/#/console/analyses/fclf83ab-al26-453c-90af-fc92861a99f7
https://dashboard.mythx.io/#/console/analyses/69722728-e9fd-4893-b4lc-0ade645699¢c6
Line SWC Title Severity Short Description
66 | (sWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
78 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
96 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
Report for contracts/PresaleVesting/SeedPresaleCvg.sol
https://dashboard.mythx.io/#/console/analyses/fc1f83ab-al126-453c-90af-fc92861a99f7
Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
50 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*x" discovered
50 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "%" discovered
51 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "#x" discovered
51 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
53 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "xx" discovered
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53 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
54 (sSwc-101) Integer Overflow and Underflow Unknown Arithmetic operation "xx" discovered
54 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
94 (SWC-115) Authorization through tx.origin Low Use of "tx.origin" as a part of authorization control.
112 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
113 | (SWC-110) Assert Violation Unknown Out of bounds array access
119 (SWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
123 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
127 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
133 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "*" discovered
133 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
136 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
136 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
201 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
217 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
217 (SWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
219 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
221 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
233 | (SWC-181) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
233 (SWCc-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
235 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
237 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
249 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
249 (swc-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
251 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
251 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
264 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
264 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
266 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
266 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "-" discovered
Report for contracts/PresaleVesting/VestingCvg.sol
https://dashboard.mythx.io/#/console/analyses/69722728-e9fd-4893-b41c-0adeb45699ch
Line | SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
58 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
58 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
59 (swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#*" discovered
59 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
3 (SWC-110) Assert Violation Unknown Public state variable with array type causing reacheable exception by default.
126 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
190 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
195 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
211 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
226 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
228 (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
246 (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
248 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
250 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
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271 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
273 (sSwc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
275 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
291 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
294 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
298 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
300 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
387 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
387 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
388 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
388 (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
391 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
391 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
398 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
399 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
399 | (swC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
399 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
402 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
Report for contracts/PresaleVesting/WlPresaleCvg.sol
https://dashboard.mythx.io/#/console/analyses/b@eadc8-blac-4e24-9778-d0a84c266261
Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
Report for contracts/Rewards/CvgRewards.sol
https://dashboard.mythx.io/#/console/analyses/aédc379b-129b-44ac-adcO-e56d65b59809
Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
111 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
111 | (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
111 (SWc-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
111 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
113 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
113 | (SWC-181) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
114 (sSwc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
114 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "¥*" discovered
114 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
116 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
146 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
167 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
191 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
209 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
229 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
233 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
238 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
263 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
274 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
295 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
305 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
305 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
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312 | (SWC-110) Assert Violation Unknown Out of bounds array access
319 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
320 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
Report for contracts/Rewards/YsDistributor.sol
https://dashboard.mythx.io/#/console/analyses/eb512d63-cfdl-4e4f-bf95-432fc21labefe
Line SWC Title Severity Short Description
12 | (SwWC-103) Floating Pragma Low A floating pragma is set.
96 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation " discovered
97 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
98 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
98 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation discovered
104 | (SWC-110) Assert Violation Unknown Out of bounds array access
105 (SWC-110) Assert Violation Unknown Out of bounds array access
107 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
115 (SWC-110) Assert Violation Unknown Out of bounds array access
120 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
132 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
167 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
181 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
181 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "/" discovered
181 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
221 (SWC-110) Assert Violation Unknown Out of bounds array access
224 | (SWC-110) Assert Violation Unknown Out of bounds array access
252 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
267 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
267 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "#x" discovered
267 (sSwc-101) Integer Overflow and Underflow Unknown Arithmetic operation "x" discovered
281 | (SWC-110) Assert Violation Unknown Out of bounds array access
282 | (SWC-110) Assert Violation Unknown Out of bounds array access
iy (sSwc-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
316 | (SWC-110) Assert Violation Unknown Out of bounds array access
316 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation " discovered
319 | (SWC-110) Assert Violation Unknown Out of bounds array access
328 | (SWC-110) Assert Violation Unknown Out of bounds array access
330 (SwC-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
334 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
339 | (SWC-110) Assert Violation Unknown Out of bounds array access
341 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
355 (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation " discovered
356 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "%x" discovered
356 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "x" discovered
356 (Swc-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
359 | (SWC-110) Assert Violation Unknown Out of bounds array access
362 | (SWC-110) Assert Violation Unknown Out of bounds array access
364 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "++" discovered
383 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "x" discovered
383 (SwC-101) Integer Overflow and Underflow Unknown Arithmetic operation "/" discovered
383 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "*x" discovered
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Report for contracts/Rewards/TAssetBlackHole.sol
https://dashboard.mythx.io/#/console/analyses/226c7ed4-bOb1-4204-945b-bb9ecf746F76

Line | SWC Title Severity Short Description

12 (SWC-103) Floating Pragma Low A floating pragma is set.

92 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

93 (SWC-110) Assert Violation Unknown Out of bounds array access

168 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
188 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
207 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
225 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
227 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
232 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
251 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
275 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
285 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
285 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
iy (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
287 | (SWC-110) Assert Violation Unknown Out of bounds array access

298 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

Report for contracts/Staking/TAssetStaking.sol
https://dashboard.mythx.io/#/console/analyses/0569302b-e5dc-4b63-980b-a9bh5b13e3e5a

Line SWC Title Severity Short Description

12 (SWC-103) Floating Pragma | Low A floating pragma is set.

Report for contracts/Staking/TokeStakingCommon.sol
https://dashboard.mythx.io/#/console/analyses/da5f54a4-086c-4143-8e77-63fbc0221999
https://dashboard.mythx.io/#/console/analyses/07994b21-6a39-4f87-b12a-1d0c27f7d19d

Line SWC Title Severity Short Description

12 (SWC-103) Floating Pragma Low A floating pragma is set.

186 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
229 | (sWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
230 | (SWC-110) Assert Violation Unknown Out of bounds array access

234 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
253 | (SWC-181) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
254 (SWc-110) Assert Violation Unknown Out of bounds array access

276 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
280 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
281 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
312 | (SWC-110) Assert Violation Unknown Out of bounds array access

315 (SWc-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
315 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
316 | (SWC-110) Assert Violation Unknown Out of bounds array access

316 | (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "--" discovered
319 (SWC-110) Assert Violation Unknown Out of bounds array access

339 | (SWC-110) Assert Violation Unknown Out of bounds array access

343 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
343 (Swc-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uvint> - 1" discovered
344 (SWc-110) Assert Violation Unknown Out of bounds array access

345 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "--" discovered
348 | (SWC-110) Assert Violation Unknown Out of bounds array access
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364 | (SWC-110) Assert Violation Unknown Out of bounds array access

365 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

365 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
381 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

394 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

397 | (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

399 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

400 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

413 | (SWC-110) Assert Violation Unknown Out of bounds array access

414 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

414 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
419 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
419 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

439 | (SWC-110) Assert Violation Unknown Out of bounds array access

440 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
440 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

445 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
445 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

471 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

472 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

481 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

482 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

485 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

488 | (SWC-110) Assert Violation Unknown Out of bounds array access

490 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
490 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

492 | (SWC-110) Assert Violation Unknown Out of bounds array access

494 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

494 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
535 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

536 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

545 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered

554 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

555 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

558 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

566 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

568 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "-=" discovered

579 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

587 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

588 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered

591 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

599 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

601 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

721 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

722 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered

722 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered

726 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

745 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

757 | (SWC-110) Assert Violation Unknown Out of bounds array access

68



AUTOMATED TESTING

364 | (SWC-110) Assert Violation Unknown Out of bounds array access

365 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

365 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
381 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

394 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

397 | (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

399 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

400 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

413 | (SWC-110) Assert Violation Unknown Out of bounds array access

414 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

414 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
419 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
419 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

439 | (SWC-110) Assert Violation Unknown Out of bounds array access

440 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
440 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

445 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
445 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

471 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

472 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

481 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

482 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered

485 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

488 | (SWC-110) Assert Violation Unknown Out of bounds array access

490 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
490 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

492 | (SWC-110) Assert Violation Unknown Out of bounds array access

494 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

494 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
535 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

536 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

545 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered

554 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

555 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

558 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

566 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

568 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "-=" discovered

579 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

587 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

588 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered

591 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

599 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

601 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered

721 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

722 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered

722 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered

726 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

745 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

757 | (SWC-110) Assert Violation Unknown Out of bounds array access
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758 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
761 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
761 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
776 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

Report for contracts/Staking/Stakinglogo.sol
https://dashboard.mythx.io/#/console/analyses/770ebed8-3f78-4918-aald-6707b04a4l3e

Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
40 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
41 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered
45 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
46 | (SWC-110) Assert Violation Unknown Out of bounds array access
46 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
46 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "%" discovered
47 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/=" discovered
56 (SWC-110) Assert Violation Unknown Out of bounds array access
58 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
83 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
83 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
84 | (swC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
84 (SwC-110) Assert Violation Unknown Out of bounds array access
84 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
86 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
86 (Swc-110) Assert Violation Unknown Out of bounds array access
86 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
90 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
90 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
123 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
123 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#*" discovered
133 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
133 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
143 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
143 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered

Report for contracts/Staking/TokeStaker.sol
https://dashboard.mythx.io/#/console/analyses/c3aab878-f4de-43a8-8e3c-8059564695d7

Line SWC Title Severity Short Description
12 | (SWC-103) Floating Pragma Low A floating pragma is set.
44 (SWC-110) Assert Violation Unknown Public state variable with array type causing reacheable exception by default.
64 (SwC-110) Assert Violation Unknown Out of bounds array access
65 (SWC-110) Assert Violation Unknown Out of bounds array access
67 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
89 (SwC-110) Assert Violation Unknown Out of bounds array access
127 | (SWC-110) Assert Violation Unknown Out of bounds array access
129 (SWC-101) Integer Overflow and Underflow [ Unknown Arithmetic operation "*" discovered
129 | (SwCc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
129 | (SWC-110) Assert Violation Unknown Out of bounds array access
130 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
130 [ (SWC-110) Assert Violation Unknown Out of bounds array access
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133 (SWC-110) Assert Violation Unknown Out of bounds array access
136 (swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
Report for contracts/Staking/CvgTokeStaking.sol
https://dashboard.mythx.io/#/console/analyses/07994b21-6a39-4f87-b12a-1d0c27f7d19d

Line SWC Title Severity Short Description

12 | (SwC-103) Floating Pragma Low A floating pragma is set.

43 (SWc-110) Assert Violation Unknown Public state variable with array type causing reacheable exception by default.

63 (SWC-110) Assert Violation Unknown Out of bounds array access

65 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
114 (SwCc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
118 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
126 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
134 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
169 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
176 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
177 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
247 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
272 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
272 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
273 (SWC-110) Assert Violation Unknown Out of bounds array access

274 | (SWC-110) Assert Violation Unknown Out of bounds array access

275 | (SWC-110) Assert Violation Unknown Out of bounds array access

281 | (SWC-110) Assert Violation Unknown Out of bounds array access

pi (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
332 | (SWC-110) Assert Violation Unknown Out of bounds array access

336 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
361 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
361 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "*" discovered
362 (SWC-110) Assert Violation Unknown Out of bounds array access

364 | (SWC-110) Assert Violation Unknown Out of bounds array access

364 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
365 | (SWC-110) Assert Violation Unknown Out of bounds array access

366 (SWC-110) Assert Violation Unknown Out of bounds array access

371 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
374 | (SWC-110) Assert Violation Unknown Out of bounds array access

380 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
386 | (SWC-110) Assert Violation Unknown Out of bounds array access

388 (SWC-110) Assert Violation Unknown Out of bounds array access

389 | (SWC-110) Assert Violation Unknown Out of bounds array access

396 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
432 (SWC-110) Assert Violation Unknown Out of bounds array access

432 (SWc-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
433 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
433 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
433 | (SWC-110) Assert Violation Unknown Out of bounds array access

437 (Swc-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
442 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
461 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
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476 | (SWC-110) Assert Violation Unknown Out of bounds array access

478 (SWC-110) Assert Violation Unknown Out of bounds array access

482 | (SWC-110) Assert Violation Unknown Out of bounds array access

486 | (SWC-110) Assert Violation Unknown Out of bounds array access

487 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
487 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
491 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
505 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
518 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
529 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
531 | (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
548 (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
548 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
552 | (SWC-110) Assert Violation Unknown Out of bounds array access

556 | (SWC-110) Assert Violation Unknown Out of bounds array access

557 | (SWC-110) Assert Violation Unknown Out of bounds array access

561 | (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered
575 | (SWC-110) Assert Violation Unknown Out of bounds array access

577 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "++" discovered

Report for contracts/Staking/StakingViewer.sol
https://dashboard.mythx.io/#/console/analyses/d2aa2c14-915f-4c9d-829d-5dca86a297d6

Line SWC Title Severity Short Description
14 | (SWC-103) Floating Pragma Low A floating pragma is set.
16 (Swc-123) Requirement Violation Low Requirement violation.
20 (SWC-123) Requirement Violation | Low Requirement violation.

Report for node_modules/@openzeppelin/contracts/token/ERC20/ERC20.s0l
https://dashboard.mythx.io/#/console/analyses/cdc44996-c2fb-492d-858b-953¢c552af532

Line SWC Title Severity Short Description

183 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
206 (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
239 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
242 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
264 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
267 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
293 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
295 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-=" discovered
345 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered

Report for contracts/Token/Cvg.sol
https://dashboard.mythx.io/#/console/analyses/cdc44996-c2fb-492d-858b-953¢c552af532

Line SWC Title Severity Short Description

12 | (SWC-103) Floating Pragma Low A floating pragma is set.

18 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
18 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "%" discovered
19 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x*" discovered
19 (SwC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
20 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#%" discovered
20 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
21 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "xx" discovered
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21 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "x" discovered
38 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation discovered
40 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
46 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
48 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation " discovered
54 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
56 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered

Report for contracts/Token/CvgToke.sol
https://dashboard.mythx.io/#/console/analyses/4ddc62bé-b4ac9-4a8d-b7ec-2810bc2abade

Line

SWC Title

Sev

erity

Short Description

1

Ny

(SWC-103) Floating Pragma

Low

A floating pragma is set.

Report for contracts/CvgControlTower.sol
https://dashboard.mythx.io/#/console/analyses/222e08a8-514d-4b76-8d2f-7c09022ff5al

Line

SWC Title

Sev

erity

Short Description

1

o

(SWC-103) Floating Pragma

Low

A floating pragma is set.

Report for contracts/CloneFactory.sol
https://dashboard.mythx.io/#/console/analyses/791d6a44-1800-4299-b682-6bc562bF0F10

Line SWC Title Severity Short Description
12 (SWC-103) Floating Pragma Low A floating pragma is set.
23 | (SWC-123) Requirement Violation | Low Requirement violation.
36 (Swc-123) Requirement Violation Low Requirement violation.

The above output was reviewed, and all vulnerabilities were determined
to be false positives and were not included in the report.
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// HALBORN
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